Call: ERASMUS-YOUTH-2024-YOUTH-TOG

* X %
* *
* *
* *

* oy *

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or the European Education and
Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for them.

-~

Future
Chronicles ~

2\ 4

Reading to

Break Free

FUTURE CHRONICLES

Handbook to Counter Gendered Dsinformation

ASOCIATIA

\/4 EUROPEAN jovesdlides  Gekl) TRaceg-DREAMS S O Nergie
InVariEraTe Concoroia DIALOGUE T : M




Co-funded by
the European Union

Reading to Break Free

The Future Chronicles Handbook to Counter Gendered
Disinformation

Written by: Sebastian Arrosamena Mellgren (Traces&Dreams), Amalia Ranieri (Societa
Cooperativa Sociale Sinergiec ARL), Roya Baicu (Asociatia In Varietate Concordia), Andrei
Cornea (Asociatia In Varietate Concordia), Ali Honaramiz (Europsky Dialog), Monika Kmetova
(Europsky Dialog), Sara Mesa (Jovenes hacia la Solidaridad y el Desarrollo — Jovesolides),
Beatriz Mufioz (Jovenes hacia la Solidaridad y el Desarrollo — Jovesolides), Aleksandra
Radevska (Journalists for Human Rights), Natasha Dokovska (Journalists

for Human Rights)

Edited by: Scbastian Arrosamena Mellgeren
Layout by: Benedetta Beatrice

Graphics by: Giorgia D’Elia



Co-funded by
the European Union

Reading to Break Free - The Future Chronicles Handbook to Counter
Gendered Disinformation © 2026 by Sebastian Arrosamena Mellgren
(Traces&Dreams), Amalia Ranieri (Societa Cooperativa Sociale Sinergie A
R.L), Roya Baicu (Asociatia In Varietate Concordia), Andrei Cornea
(Asociatia In Varietate Concordia), Ali Honaramiz (Europsky Dialog),
Monika Kmetova (Europsky Dialog), Sara Mesa (Jovenes hacia la
Solidaridad y el Desarrollo — Jovesolides), Beatriz Mufioz (Jovenes

hacia la Solidaridad y el Desarrollo — Jovesolides), Aleksandra

Radevska (Journalists for Human Rights), Natasha Dokovska (Journalists
for Human Rights). is licensed under Creative Commons Attribution Non
Commercial 4.0 International. To view a copy of this license, visit

https:/ /creativecommons.org/ licenses/by-nc/ 4.0/

Isbn:978-91-531-8186-6



https://creativecommons.org/licenses/by-nc/4.0/

* X 5

* *
* *
* *

* 5 x

Co-funded by
the European Union

Contents

PrOWONMS ... e 6
WhY This BOOK MaALTEETS ..uuuiiiiiiiiiiiiiiii ettt ettt e e e e e e e e e e e e e eennnnaes 6
What ThisS BOOK IS ettt e et e e et e e e e e e e e eeaa e aaees 6
Understanding the LandSCape ..ouuiiuuniiiiiiii i ce e e e e e e e e e e e e e e e e e e e ennneeeeees 7
If You Or Someone You Know Experiences Online ADUSE ......ovvveevniieriiiiiiereiiieeeeiiineeeeenannns 8
FINAT WOTAS it ettt e e ettt e e et et e e e e et e e e e eaa e e eeeaaaaaees 9

1. Communication, Media, and Disinformation................................................. 11
LT INEEO@UCTION .ttt ettt ettt e e e e e e et e e e e e e e e e as 11
1.2 What is COMMUNICATION? ...uutiiiiiiiieiiiiiiite e e e e e e et e e e e e e e e e e e e e s e eeeas 12
1.3 Mass COMMUINICATION .uuueiiiiiieiieeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeas 13
L4 What are Media?..c.. ittt e ettt e et e e e et a e et e e eeaanas 16
ORI D T3 1 o) w04 - (0 ) o F U 19
1.6 Fake News and Post-Truth .......coooiiiiiiiiiiie s 21
1.7 Gendered DiSINfOrMAtION ...uuvreiiiiiiiiiiiiiiii e ee e e e e e e e e e e e e e eeeeeas 23
BRI @ o3 12 10 T3 1o o ST 25
| B e £ 4 1 Lot U 27

2. Comprehensive Guide on the Psychology of Communication ...................................... 29
2.1 INEEOAUCTION ittt e ettt ettt e e e e e et e e e e e e e e et e e et e e e e e e e 29
2.2 Cognitive Biases and Perception in Communication ............coeuuvuuiieeeerreeiriiineeeeeneennns 29
2.3 Networks and AlGOTIERINS ...couvuuiiiiiiiiiiii e e 32
2.4 Coordination and INTIUENCE .....uuui i e 34
2.5 Bthical DEDUNKING ..uuuiiiieiiiiiiice et e e e e e e e e e e e e et b e e e e e e e eeenaaanns 36
2.6 COMCIUSTON .ttt e e e et e et e e e e e e e et e et e e e e e e e es 38
A N 1< 43 1 Lo T<E PR 38

3. New Media and SOCial Platforms ......................ocoiiiiiiiiii e 40
3.1 Introduction: The Pocket Power of TIKTOK........coevvviiiiiiiiiiiiiiiiiiiieeieee 40
3.2 Beyond TikTok - Reddit, Discord, and Snapchat in Youth Culture ..........ccevvevevennnnenne. 42
3.3 Discord: From Gaming Chat to Virtual Hangouts and ACtiviSm........ccccevevvvinierinnnnnennnns 43
3.4 The Other Stage - Twitch, Clubhouse, and Telegram in Youth Social Lives ................. 45
3.5 How Platforms Shape Misinformation and MiSOZYNY.........cceevermrrmiiiiiieeieiiiiiiieeeeeeeeens 47
3.6 Conclusion: Navigating the Intersection of Gender, Disinformation, and Digital Spaces
........................................................................................................................................ 49
A ) (<3 (3 1 KoL PR 50



* X 5

* *
* *
* *

* 5 x

Co-funded by
the European Union

4, Media Literacy - Techniques for critical thinking in the digitalage.............................. 51
4.1 Introduction to Mediad LITETACY ..uuieieeiiiiiiiiiiiie e e e e eeennes 51
4.2 DImensions Of Media LItETacCy wuuuuieuiieri e e e e e e e e e e e e e e e e e e e e eeens 52
4.3 The Importance of Critical Thinking in the Digital AZe .....ccceeveveivieieriiiieeeiiieeeeeieeeeeenen, 56
44 Techniques and Strategies for Critical ThinKing ..........cccviviiiiiiiiiiiiiie e, 58
4.5 Practical Skills in Media LIt@TaCY ....eveiiierririiieeeeeiieiiiiie et e e e e e eenenes 61
O A (<3 U< s Lo ST PTPPPTTT 63

5. Identifying disinformationpatterns ... 64
5.1. Introduction to Disinformation Patterns ...........oooviimiiiiiiiiiiiiiii e 64
5.2. Information Disorder - Defining the Landscape......c..uuuviiiiiiiiiiiiiiiiiieeceeeee e 64
5.3: Key Actors Behind DisinfOrmation ........ccuuuuuiiiiiiiiimiiiiiiee e e e eeeeees 72
5.4: Risks and Alternatives to DebunKing .......coevevvuiiiiiiiiiiieiiie e e e e 75
5.5 COMCIUSTION -ttt ettt ettt e et ettt e e e e e e e et e e e e e e e e e e e e s 76
5.6 RETETEICES ..uvtteeiiiieeeie ettt ettt e e e e e e et e e e e e e e e e e e e e as 76

6. Gendered Disinformation: Language and Representations........................................... 79
6.1 Introduction: The Gendered WeapOm .....ceevvuuiiiiieiiiiiiiiiiee e e eeeeeees 79
6.2 Language, Gender, and POWET ......iiiiieiiiiiiiiice e e e e e e e e e e e e e a e e e e e e e eeennes 80
6.3 Conclusion: Gendered Disinformation and Paths to Resistance .........cccccevvvvvviierennnnnn. 83
R N (3 U3 1 Lot TP TPRPPPTPPIN 85

Z.Visual (DIS)INFOrMAation ..............ooooiiieee e 87
7.1 Why Images Matter More Than You Might Think............cooiiiiiiiiiii e 87
7.2 Visuals are Not Neutral Reflections of Reality .........ccuuuiiiiiiriiiiiiiiiiiieeeceecices e, 88
7.3 How Images Can Mislead and Manipulate ..........c.cooeuiiuiiiiiiiiiiiiiiiiii e, 88
74 Verifying Visuals: Tools and Their LIMits ........oiieeeeiieriiiiine e e 90
7.5 Deconstructing ViSual NaTTATIVES .....ieeeiiiiririiiiieeeeeeeiiiiis e e e et e e e e eeee e e e eeeeenes 92
7.6 Tactics for @ Fairer INTEIMEt ..ooeeiiiiiiiiiiiiei e e e 93
7.7 Ethical USe Of VISUALS ..uuuueiiiiiiiiii ettt e e 94
7.8 Putting it All TOGE TR eT ..o i e e 96
7.9 RETCTEIICES ..uiiieiiieiiit ettt et e e ettt et e e e e et et bbb e e e e e e e e e e e nnn e e e e eeeenes 96

8. Aland the Media SYStem ........................ccoiiiiiiiicceceee et 98
8.1 INTLOAUCTION 1eeiiieiiiieit ettt e e e e e e e e e e e e e e e e e e e e e e e eaanns 98
LI § £ 0] 100 Y03 ¢ X o) AR 99
8.3 The Fragility Of TrUth «oceeuei i 100
8.4 DISINTOTMATION 2.0 citui it ettt et e et e et e e e et e e e eea e e e eea e aeeaaaaaaes 101



Co-funded by
the European Union

8.5 AL Journalism, and News Production........cccuuiiuiiiiiiiiiiiiii e

8.6 Global Inequalities and Algorithmic Colonialism

8.7 CONCIUSION ettt nnnnnnnes
B8 RETCTCICES ittt

9 Fact-Checking and Source Verification ............................ccooooiiiiiiiiciice e, 109
9.1 Introduction: The Art and Ethics of Verification .........cvuuiiiiiiiiiiiiiiiii e, 109
02 Truth as @ MOVING TATZEE ..eeeiiiiiiiiiiie ettt e e e et e e e e e eerr b e e eeeeees 109
9.3 Typologies of Fact-Checking RESOUTCES .uvvviiiiiiiiiiiiiiiiiiiiiiieiiiiiiieieeieeeeeieeeeeeeeeeeeeeeeennes 111
9.4 The Craft of Checking the Truth ......coiiiiiiiiiiiiiiiiiiiiiiiiiieieeeee e 112
9.5 Automation, Al and the Future of Fact-Checking.......ccccoiviiiiiiiiiiiiiiiieceieeeii e, 114
9.0 RETEIEIICES -.uvteeieeieeeee ettt ettt et e ettt e e e e e e et e et e e e e e e e e e e e e e as 117

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are
however those of the author(s) only and do not necessarily reflect those
of the European Union or the Furopean Education and Culture Executive
Agency (EACEA). Neither the Furopean Union nor EACEA can be held
responsible for them.



* X 5

* *
* *
* *

* 5 x

Co-funded by
the European Union

Prewords

Why This Book Matters

Disinformation is another word for lies. Gender-based disinformation means lies targeting
people because of their gender. When false or manipulated information intentionally
targets people based on gender, using stereotypes, sexualised imagery, and coordinated
attacks, it damages personal well-being, silences voices, restricts participation, and
reinforces unequal power dynamics that threaten our democratic values.

If you are reading this, you likely recognise these patterns. You may have seen coordinated
campaigns targeting women in public roles, encountered deepfake images meant to
humiliate, experienced harassment yourself, or are seeking to understand what friends,
family, or community members face online. You are not alone. Millions encounter these
harms daily. Your experiences, concerns, and voices are important, and this book exists
because your safety and participation in digital spaces matter.

What This Book Is

This textbook is part of the Future Chronicles Project (https:// future-chronicles.eu/), an
Erasmus+initiative co-funded by the European Union, involving six organisations from
different countries. Each chapter is written by a partner organisation, offering a unique
perspective on the topic. Future Chronicles targets young people aged 18-30. Our main aim
is to provide you with tools and knowledge to counter gender-based disinformation online.

We hope that this book may serve as an inspiring guide. The book combines research with
experiences, practical strategies, and thought-provoking questions to help you understand
gendered disinformation, recognise its patterns, protect yourself and your community, and
build resilience against these attacks. While the focus is mainly on the European context
shaped by EU law, most principles can be applied globally.

This book addresses serious issues such as online abuse, non-consensual sharing of
images, hate speech, coordinated harassment campaigns, and the gendered disinformation
that exploits these tactics. We aim to present these topics honestly, showing both the
harms and the ways, people are resisting and fighting back. The content is approached in a
trauma-informed manner. However, some sections may still be upsetting, especially if you
have personal experience with online abuse. Please engage with the material at your own
pace. Feel free to take breaks, skip sections, step away, and return when you're ready.

If you need support, the resources listed below are staffed by trained professionals who
offer confidential, non-judgmental assistance. Asking for support is a sign of strength.
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Understanding the Landscape

What Is Gendered Disinformation?

Gendered disinformation is false or misleading information deliberately targeting
individuals or groups based on their gender. It combines intentionally fabricated or
manipulated content with gender-based bias, weaponising gendered narratives, sexualised
images, and moral framing to discredit women, gender-diverse people, and movements
advocating for gender equality.

Research indicates that women are frequently the targets of disinformation campaigns
(Burke et al., 2023; Lind, 2023). Non-binary, LGBTQ +individuals, refugees, and migrants are
also commonly targeted (Sobieraj, 2020; ILGA-Europe, 2023). For instance, Black and Muslim
women often face racist, sexist, and Islamophobic abuse through fake or real images
(Amnesty International, 2018; Farkas & Bene, 2021). This form of gendered harm aims to
hurt individuals based on their gender or gender identity, often to shame, stereotype,
silence, or undermine their credibility. The situation is especially difficult for women
involved in politics, journalism, and activism.

Studies across the EU highlight the scale of this problem. In 2024, a report from the Council
of European Municipalities and Regions (CEMR) found that 70% of women in European
politics have endured abuse and harassment, with countries like Germany and Ireland
reporting even higher rates. Globally, female politicians are frequently targeted with abuse.
A2016 study across 39 countries showed that 80% of female parliamentarians faced
psychological violence; 65% received sexually demeaning comments, and 44% experienced
threats of violence, including death, rape, assault, or kidnapping. The situation has further
accelerated because ofaccessible Al tools. Altools for deepfake video and image creation
are being used for non-consensual explicit content, i.e., pornography. Astudy from 2023
estimates that approximately 98% of online deepfake videos were pornographic, with about
99% featuring women (Valeski, 2024). These figures are not just statistics; they symbolise
silenced voices, diminished participation, and the systematic exclusion ofindividuals
whose perspectives are crucial to our democracies.

‘What Is Online Abuse?

Online abuse encompasses harmful online content like harassment, threats, or the misuse
of intimate images. These kinds of technology-enabled violence are serious violations
impacting millions of young people. The content types listed below are illegal in Europe:

e Non-consensual Image Sharing ("Revenge Porn"): Distributing private or intimate
images without permission, with the intent to harm, humiliate, or control.

e Deepfake Pornography: Creating or distributing fake sexual images or videos using
Al or other technology without consent.

e Doxxing: Sharing someone's private information online, such as their home address
or phone number, often to harass, threaten, or intimidate them.
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e (Child Sexual Abuse Material: Sharing images or videos of child sexual abuse is
strictly illegal across the EU, with dedicated enforcement agencies and hotlines
monitoring and removing such material.

e Hate Images and Threatening Content: Posting messages that promote hate,
violence, or harassment based on gender, race, religion, sexuality, disability, or
other identity factors.

These acts are crimes. They cause measurable, documented harm: psychological trauma,
social isolation, economic damage, and in severe cases, escalation to physical violence or
self-harm.

The Current Legal and Social Landscape

The European Union has made significant legislative strides to combat online abuse. In
May 2024, the EU adopted its first-ever Directive on Combating Violence Against Women
and Domestic Violence (Directive 2024/ 1385), a landmark piece of legislation that explicitly
criminalises various forms of cyber violence. What makes this directive remarkable is that it
explicitly recognises that violence against women stems from "historically unequal power
relations" and frames it as a structural issue requiring systemic change, not an individual
problem, but a societal one that demands collective action.

The Digital Services Act (DSA), which became fully applicable across the EU in February
2024, provides additional protections for minors online. It requires digital platforms to
ensure high levels of privacy, safety, and security. It provides mechanisms for reporting
harmful content and holding platforms accountable for their responsibilities in creating
safer digital environments.

These legal frameworks affirm a core truth: safety and dignity in digital spaces are
essential. You have online rights similar to offline ones. Perpetrators can face
accountability. Platforms are responsible. The EU Directive and DSAare in place because
people need protection, and this effort is crucial for safeguarding democracy.

If You Or Someone You Know Experiences Online Abuse

If you are targeted by online abuse, know that you are not alone, and help is available.

Ifit feels safe to do so, consider:
1. Taking screenshots or saving evidence of the harmful content
2. Reporting it to the platform using their flagging features
3. Blocking or muting the person or account targeting you
4. Reaching out to a trusted person, a friend, family member, mentor, or professional
who can help you seek help

Remember: You can, but do not have to, report what has happened to the police. You can
also seek advice from support organisations; they can help you explore all your options,
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legal, practical, and emotional, at your own pace and according to your own needs and
circumstances.

Getting Support
The following resources are staffed by trained professionals who believe survivors and
provide confidential, non-judgmental support:

e Victim Support Europe: https:// victim-support.eu/ help-for-victims/ info-on-specific-
types-of-victims/ sexual-violence-victims/

Take It Down: https:/ /cyberbullying.org/ take-it-down

StopNClILorg: https:/ / stopncii.org/ ?lang=en-gb

Right To Be!: https://righttobe.org/ feel-support/

End Violence Against Women: https:// www.endviolenceagainstwomen.org.uk/ new-
campaign-survivors-demand-law-to-stop-image-based-abuse/

If you are in crisis or inmediate danger, please contact emergency services in your country
or a local crisis line.

If You Encounter Abuse Targeting Someone You Know

If you encounter harmful content online, a good first step is to report it to the platform
using the flagging feature. If the content explicitly targets someone, you can contact them
privately in a direct message to offer support or suggest they seek legal advice.

ANote on Responding to Harmful Content

Many online safety guides recommend not reacting or commenting publicly on harmful
posts. This is important: any response, even disagreement, can help harmful content
spread more quickly. This happens because the algorithms used by (most) social media
platforms tend to promote content that generates engagement, regardless of its accuracy.
It is often more effective to amplify positive content than to amplify hateful or false
content by responding to it directly.

Instead of publicly challenging harmful posts, consider:
e Reporting the content to the platform
e Privately supporting those targeted, offering solidarity, resources and information
e Make a post about hate and disinformation, why it is harmful and encourage others
to report it.
e Sharing positive content about the group being targeted.

By amplifying what's genuine and compassionate rather than what's false and harmful, you
help shift the digital landscape towards healthier information ecosystems.

Final Words

Engaging with this material requires bravery. If you have faced online abuse, your resilience
is genuinely admirable. If you are reading this to support others, your solidarity makes a
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significant difference. If you believe in a fairer internet and a more equal society, this work
is meant for you.

Together, survivors, allies, educators, researchers, policymakers, and individuals from
around the world, we can create digital spaces where everyone, regardless of gender, race,
sexuality, ability, or other identities, can engage safely, fully, and without fear.

Change is possible. When we do it together.

Let's begin.

In Solidarity,
Sebastian Arrosament Mellgren

10
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1. Communication, Media, and Disinformation

Written by Amalia Ranieri, Sinergie, 2025

1.1 Introduction

The ability to communicate is one of the most fundamental capacities of human life. It is
through communication that we form relationships, build communities, transmit
knowledge, and give meaning to our existence. However, communication is never neutral: it
is always embedded in cultural, technological, and political contexts that shape not only
what is said, but also how it is said, who gets to speak, and who is heard.

This chapter explores the layered relationship between communication, media, and
disinformation, providing both a theoretical foundation and practical tools for critical
engagement. We begin by asking a seemingly simple question: What is communication?
From there, we move into the world of mass communication, which introduces
organisational structures, technologies, and audiences far larger than interpersonal
exchanges. The discussion then turns to the definition of media, a concept that resists easy
categorisation but remains central for understanding how symbolic forms circulate in
society.

The second half ofthe chapter addresses the darker side of communication:
disinformation. Starting from historical cases such as Orson Welles' War of the Worlds
broadcast, we trace how falsehoods spread and why they are believed. We then explore the
emergence of fake news and the age of post-truth, analysing the psychological, social, and
technological dynamics that make disinformation so pervasive in our digital ecosystems.
Finally, we address gendered disinformation, a particularly harmful form of manipulation
that disproportionately targets women in politics, journalism, and public life.

Throughout the chapter, theoretical insights are combined with real-world stories, critical
reflection questions, and practical exercises. The aim is not only to provide knowledge but
also to nurture essential media literacy, i.e., the ability to interpret, question, and resist
manipulative communication.

By the end of this chapter, you will be able to:

e Distinguish between different models of communication.
Understand the main features of mass communication and media systems;
Recognise how disinformation operates, both historically and today;
Analyse the role of fake news in the post-truth environment.
Identify and reflect on the specific dynamics of gendered disinformation.

Apply critical tools to your own media environment.

11



* X 5

* *
* *
* *

* 5 Kk

Co-funded by
the European Union

This is not a purely academic exercise. In an age of algorithmic platforms, viral
falsehoods, and weaponised disinformation campaigns, communication is no longer
only about expression, but it is also about power. To study communication today
means to examine the contested terrain where democracy, identity, and truth are
negotiated.

1.2 What is Communication?

At first glance, communication seems so evident that it hardly requires definition: we talk,
we listen, we write, we post on social media — surely that is communication. However,
scholars have debated the meaning of the term for more than sixty years, producing a wide
variety of models and frameworks. Understanding these models is essential because each
one highlights different aspects of how messages circulate and how meaning is made.
Afirst distinction must be made between communication and information. The two words
are often used interchangeably, but their roots reveal subtle differences. The Latin in-
formo — to give form — suggests that information is an act of shaping, of imposing structure
upon raw material. Communication, by contrast, implies communicare: to share, to make
common. In this sense, information is often one-directional, while communication is
relational. Ajournalist who reports the news is primarily informing, but when citizens
discuss the news with each other, interpret it, and negotiate its meaning, they are
communicating.

This difference also appears in social hierarchies. Consider the classroom: the teacher is
positioned on a raised platform, literally elevated above the students, symbolising the
asymmetry of knowledge. The teacher "informs", but genuine communication emerges only
when students engage in dialogue, ask questions, and reshape the message in their own
terms.

Over time, scholars have proposed a variety of conceptual models of communication. Each
reflects the intellectual climate ofits era and emphasises specific dimensions while
obscuring others. Here we explore five influential perspectives.

1. Communication as Contact:

One of the oldest understandings of communication views it primarily as contact. To
communicate is to establish a link, a connection, or a bridge between people.
Infrastructures such as railways or postal systems were once described as forms of
communication precisely because they enabled contact across distance. In this sense,
communication is less about meaning and more about connection itself.

2. Communication as Transfer of Resources and Influence

Another model, rooted in behaviourism, conceives communication as a process of
transferring resources, energy, or influence from one agent to another. This view reduces
communication to a stimulus—response mechanism: Aemits a signal, Breacts. Early
theories, such as the "magic bullet" or "hypodermic needle" model, portrayed media

12
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messages as injections directly shaping passive audiences. Although later research rejected
such simplifications, the model remains a valuable reminder of communication's capacity
to influence behaviour.

3. Communication as Transmission of Information

After the Second World War, technological metaphors became dominant. The Shannon and
Weaver model (1949) described communication as the transmission of information from a
source to a receiver, through a channel, with possible "noise" interfering. This model was
groundbreaking for engineering and cybernetics, but it also reinforced the supremacy of
the source, which "informs" and thus controls the shaping of meaning.

Researchers who study signs and meanings like Umberto Eco nuanced this perspective by
introducing the concepts of the "Model Author" and "Model Reader", reminding us that
texts anticipate interpretive pathways but cannot determine them fully.

4. Communication as Sharing

Amore humanistic approach highlights communication as a form of sharing. From the
Indo-European root nol- ("to make common"), this perspective emphasises participation,
reciprocity, and co-construction of meaning. Barnett Pearce (1989) argued that the true
significance of communication lies not in the transmission of information, but in the social
processes by which people negotiate reality together. For example, when communities
deliberate on local issues, communication is less about passing data and more about
generating intersubjective agreement.

5. Communication as Inference

Finally, another approach conceives communication as inference: the construction of
meaning through clues, implicatures, and contextual knowledge. Consider overhearing two
passengers on a train:

— "They even print it on napkins now."

— "But they never give you good Tuscan wine."

—"The quality has improved compared to the past."

The conversation makes sense not because of explicit information, but because listeners
use shared knowledge and situational context to generate meaning. Communication is less
about transmission and more about collaborative interpretation.

1.3 Mass Communication

If communication is the fabric of human interaction, mass communication is the loom on
which modern societies have been woven. Unlike interpersonal exchanges, which unfold
face-to-face, mass communication relies on technical and organisational apparatuses to
reach vast, dispersed audiences. At first glance, the difference might seem purely
quantitative: one-to-one becomes one-to-many. However, the implications are far more
profound.

The Problem of Feedback

13



* X 5

* *
* *
* *

* 5 Kk

Co-funded by
the European Union

One of the central distinctions between interpersonal and mass communication lies in the
feedback they provide. In a classroom, a lecturer can read the room:nodding heads and
attentive gazes encourage continuation, while restless fidgeting or distracted expressions
prompt adjustments. This improper feedback — feedback that occurs during the act of
speaking itself — allows for dynamic adaptation.

In mass communication, however, such immediacy is impossible. Atelevision anchor does
not see the millions of viewers behind the camera lens. Anewspaper editor does not know,
in the moment of writing, how readers will interpret tomorrow's headlines. Feedback
becomes deductive, gathered indirectly through sales figures, ratings, surveys, or, today,
digital metrics such as clicks and likes. However, even these measures come after the fact,
offering only partial glimpses into audience response.

The arrival of digital technologies has blurred this distinction somewhat. Interactivity —
comment sections, live polls, real-time messaging — promises to restore immediacy.
However, such feedback remains asymmetrical: platforms capture data far more efficiently
than audiences shape content. Despite technological shifts, the imbalance persists.

This imbalance leads to another defining trait: the asymmetry between sender and
receiver. In interpersonal communication, the relationship can be relatively symmetrical,
even if not perfectly equal. Friends in conversation, for instance, take turns speaking and
listening, negotiating meaning together. In mass communication, the sender is typically an
organisation with structured power (newsrooms, film studios, broadcasting corporations)
while the audience is anonymous, dispersed, and often imagined. The relationship is
therefore asymmetrical: one speaks, many listen. To be sure, audiences are not passive.
Letters to the editor, call-in radio shows, or, more recently, hashtags and viral memes
demonstrate that receivers can respond and even exert pressure. Still, these responses
remain mediated and constrained within structures broadly defined by producers.

John B. Thompson's insight remains crucial: mass communication is not a monologue, but
neither is it an open dialogue. It is a structured exchange, institutionalised and generalised,
in which symbolic forms circulate across social space.

Defining "Mass"

The very term "mass" complicates the picture. Does "mass communication" require a
numerically large audience? Not necessarily. Aniche cable channel with a modest but
dispersed viewership still qualifies as mass communication, because its messages are
produced by organisations for broad distribution, not for face-to-face reciprocity. What
matters is not size alone, but structure: the separation between production and reception
and the reliance on distribution technologies.

This is why buying a newspaper is not the same as engaging in interpersonal dialogue. The
purchase is both a selection and a preliminary form of feedback, but the newspaper
remains a symbolic product, designed for replication and broad circulation.

Broadcasting as Technique and Mode

The concept of broadcasting helps to crystallise these ideas. Literally meaning "to scatter
seeds", broadcasting refers to one-to-many transmission, where a single sender
disseminates the same message simultaneously to many receivers. Unlike a speech in a
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public square, broadcasting does not depend on physical co-presence but on technological
mediation: radio waves, television signals, or digital streams.

For decades, broadcasting was the dominant paradigm of mass communication. A family
gathered around the radio or television set was not merely consuming information;they
were participating in a cultural ritual, synchronised with millions of others across space.
The authority of broadcasting lay in its simultaneity and reach. Nevertheless, broadcasting
also created vulnerabilities. Its asymmetry concentrated power in the hands of those
controlling the means of transmission, whether states, corporations, or political
movements. From Nazi propaganda in the 1930s to Cold War media battles, broadcasting
demonstrated both the promise and peril of centralised communication.

Technologies of Mass Communication
To understand how mass communication operates, it is helpful to distinguish three kinds
of'technologies (Colombo, 1994):

1. Transmission technologies eliminate or reduce spatial distance. Telegraphs,
telephones, radio, and the internet enable real-time transmission of messages
across vast distances.

2. Representation technologies provide partial representations of reality —
photography, cinema, television — allowing events to be seen and heard by those far
removed from them.

3. Reproduction technologies enable infinite replication: from the printing press to
vinyl records to digital copies, these technologies allow cultural products to
circulate widely and repeatedly.

Each has reshaped not only communication but also society itself. The gramophone, for
instance, did not merely reproduce music; it transformed the economics of cultural
production, enabling the rise of recording stars like Enrico Caruso. His 1904 recording of
Leoncavallo's Mattinata was not simply an artistic performance, but an artefact designed
for a technical medium. The technology shaped the art, and in turn, the art shaped social
demand.

Commodification of Symbolic Forms

Another defining feature of mass communication is the commodification of symbolic
goods. Books, newspapers, films, and broadcasts are not only cultural artefacts but also
commodities circulating in markets. Their value lies not only in meaning but also in
exchange: the ability to sell copies, attract advertising, or capture subscriptions.

This commodification has consequences. It encourages repetition and formulaic content,
since what sells tends to be reproduced. It blurs the boundary between information and
entertainment, as commercial imperatives reward what captures attention rather than
what informs. Furthermore, it raises ethical and political questions about who benefits
from the circulation of symbolic forms.

Separation of Production and Reception

Mass communication also entails a structural separation between the contexts of
production and reception. Atelevision show is produced in a studio with lights, cameras,
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and scripts, but consumed in private living rooms scattered across cities and nations. This
separation is both spatial and social: producers and receivers inhabit different worlds, with
various interests and perspectives.

Digital technologies complicate this picture, enabling audiences to become producers
through blogging, vlogging, and tweeting. Nevertheless, even here, the infrastructure is
controlled by platforms whose algorithms, policies, and business models shape what
circulates. The separation remains, even if blurred.

Audiences: From Mass to Segments

One of the most persistent myths of mass communication is the "undifferentiated
audience": the idea of a homogeneous mass of receivers. In reality, audiences have always
been diverse, segmented by class, gender, culture, and geography. With the advent of
digital media, segmentation has intensified. Algorithms tailor feeds to individual
preferences, creating personalised "mass communication" that paradoxically fragments the
public sphere.

This raises a paradox. On one hand, audiences are more empowered: they choose, click,
and comment. On the other hand, they are more predictable: algorithms anticipate
preferences and reinforce them, creating echo chambers. The "mass" has not disappeared,
but it has mutated into networked publics, overlapping yet fragmented, visible yet opaque.

1.4 What are Media?

So far, we have distinguished between interpersonal and mass communication, tracing how
technologies and organisational structures expand the reach of messages. However, an
essential question remains: what exactly are media? The word is used so often — in politics,
journalism, and everyday speech — that it risks becoming self-evident. Nevertheless, when
we try to define it precisely, complexities emerge. Are books media? Is the telegraph? A
smartphone? Avideo game? Even philosophical systems, argued Marshall Mcluhan, can be
understood as media.

In the 1960s, Canadian scholar Marshall McLuhan famously declared that "the medium is
the message". For Mcluhan, media were not just channels for transmitting information, but
extensions of human senses and capacities: a wheel is a medium of the foot, the electric
light a medium of vision. In this expansive sense, media included both material
technologies (television, print, cinema) and cultural forms (poetry, scientific paradigms).
This sweeping definition was both liberating and problematic. On the one hand, it broke
with technological determinism and encouraged scholars to view media as cultural
environments that shape perception and society. On the other hand, its breadth risked
diluting the concept: if everything is media, then the term explains little.

To overcome this indeterminacy, Italian sociologist Fausto Colombo proposed a more
precise yet flexible definition: media are socio-technical apparatuses that mediate

communication between subjects.

This definition highlights several key elements:
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e Media are technologies, but never merely technologies. They are embedded in
social, economic, and cultural systems.

e Media involve actors (individuals, groups, institutions) who use, regulate, and
interpret them.

e Media operate within networks, linking production, distribution, and reception
across space and time.

e Media are simultaneously technological and cultural circuits that produce meanings
and shape identities.

By conceiving media as socio-technical systems, Colombo moves us beyond simplistic
binaries, technology versus culture, structure versus agency, and invites us to see media as
relational processes.

Central to Colombo's definition is the notion of mediation. To mediate is to intervene
between, to translate, to transform. Communication is never immediate: it always passes
through mediators, whether words, images, devices, or institutions.

British scholar Roger Silverstone compared mediation to translation in literature: never
complete, always partial, sometimes contested, often creative. Mediation is not a
transparent window on reality but a process that shapes what is visible, thinkable, and
sayable. This is why media are powerful: they do not simply carry messages, they transform
them.

Please think about how the same event (a protest, for instance) looks different depending
on whether it is represented in a newspaper, a livestream, or a TikTok video. Each medium
frames, filters, and amplifies certain aspects while silencing others. Mediation is always
political, because it involves choices about representation, visibility, and voice.

Media as Socio-Technical Apparatuses
Understanding media as socio-technical apparatuses opens several lines of inquiry:

1. Media and control — Who owns and regulates media systems? How do power
relations shape what circulates? For instance, state television in authoritarian
regimes serves very different functions than public service broadcasters in
democratic contexts.

2. Media and representation — How do media depict social actors, issues, or events?
Representation is never neutral: choices of framing, imagery, and narrative carry
ideological weight.

3. Media and space — Media reshape how we experience space and time. Television's
"remote vision" allowed viewers to witness distant events in real time, collapsing
geographical boundaries. The internet goes further, producing what Pierre Lévy
called a "space of knowledge" beyond physical geography.

4. Media as cultural circuits — Media are not isolated channels but part of larger
cultural industries. Films, music, fashion, advertising, and social media interact in
complex circuits, reinforcing or contesting dominant narratives.

Another reason why defining media is difficult is their multi-coded nature: media combine
different sign systems (visual, auditory, textual) often within the same artefact. A film
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blends images, dialogue, and sound; a website combines text, video, and interactive
elements. This hybridity complicates classification and underlines the creative power of
convergence.

The rise of digital platforms further accelerates this complexity. Asmartphone is
simultaneously a telephone, a camera, a gaming device, a newspaper, and a marketplace.
Such multifunctionality challenges older distinctions between media types and demands
new analytical frameworks.

Media, Mediation, and Power

Because mediation is never neutral, the study of media always entails questions of power.
Which voices are amplified, and which are silenced? Who gets to frame the narrative?
Whose stories become visible, and whose remain invisible?

Consider television's role in politics. For much of the 20th century, it gave leaders
unprecedented visibility, allowing them to enter citizens' living rooms. However, visibility
can also be dangerous;leaders who are overexposed risk losing control of their image and
becoming vulnerable to scandal or parody. Media visibility is a double-edged sword: a
source of power, but also a site of fragility.

Digital platforms intensify this paradox. Social media empowers users to become content
producers, but platform algorithms privilege certain kinds of visibility, those that generate
engagement, often through outrage or sensationalism. Mediation thus becomes entangled
with commercial logics, reinforcing inequalities of voice and attention.

One way to synthesise these insights is through a mediological perspective: rather than
treating media as neutral tools, mediology examines the ways they structure social life,
mediate cultural memory, and shape political possibility. French theorist Régis Debray
argued that media are central to the transmission of culture across generations: they are
how societies remember, imagine, and project themselves into the future.

Real-Life Example: Television as Remote Vision

In the 1990s, John B. Thompson analysed television as a medium of remote vision: the
ability to "see the world with one's own eyes" across distance. For the first time, citizens
could witness events unfold in faraway places: wars, elections, and natural disasters. This
transformed political accountability, as leaders could no longer hide behind distance. At
the same time, it created new vulnerabilities: images taken out of context or manipulated
could shape public perception more strongly than facts.

Today, livestreaming and social media extend this principle. Asmartphone in a protester's
hand can transmit images worldwide in seconds. The potential for empowerment is
immense, but so is the potential for distortion and manipulation.

Reflection Activity

Choose a media artefact you engage with daily, for example, a news app, a social media
platform, or a podcast. Analyse it using Colombo's definition of media as a socio-technical
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apparatus. Who produces it? Through which technologies? How does it mediate
communication between subjects? What power dynamics does it reproduce or contest?

1.5 Disinformation

If communication is about sharing meaning and building understanding, disinformation is
about breaking that trust. It is the deliberate creation and spread of false or misleading
information with the intention of deceiving audiences, shaping perception, or manipulating
behaviour. While misinformation may arise from error or confusion, disinformation is
intentional: a strategy deployed to influence public opinion, damage reputations, or
advance political agendas.

Though the term feels contemporary, the phenomenon is not new. Rumours, propaganda,
and forgeries have accompanied communication since the earliest political struggles. What
changes are brought about by the technologies, scales, and contexts through which
disinformation circulates?

The War ofthe Worlds

On the evening of October 30, 1938, American broadcaster CBS aired a radio adaptation of
H. G. Wells' novel The War of the Worlds. Directed and narrated by Orson Welles, the
programme simulated a live news report of a Martian invasion. Despite multiple
announcements clarifying that the broadcast was fictional, thousands of listeners
panicked. Some fled their homes, others flooded police stations and newspapers with calls,
and highways were clogged with cars.

Why did so many mistake a radio play for reality? The sociologist Hadley Cantril sought to
answer this question in his study The Invasion from Mars (1940). He identified several
factors that made the broadcast particularly convincing:

The realistic tone of alternating news bulletins and eyewitness accounts.

The trust placed in radio as a medium of authoritative information.

The use of experts and officials in the script lends credibility.

References to real locations, such as New Jersey and Manhattan, give the story a

sense of geographic plausibility.
e The fact that many tuned in late, missing the opening disclaimer.

Cantril also analysed the audience's responses, categorising listeners into four groups:

Critical listeners, who recognised the story as fiction;

External checkers, who verified its accuracy through other sources;

Uncertain verifiers, who looked for confirmation but misinterpreted what they saw;
Unquestioning believers who accepted the broadcast at face value.

BN =

This typology introduced the concept of critical ability: the capacity to evaluate a stimulus,
compare it with existing knowledge, and draw accurate conclusions. Education, personality
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traits, and even religious outlook influenced whether listeners interpreted the programme
as fiction or reality.

Though remembered today as a curious media anecdote, The War of the Worlds illustrates
enduring dynamics: the authority of media, the psychology of panic, and the diversity of
audience responses. It foreshadowed contemporary debates about why some people fall
prey to disinformation while others resist.

Disinformation, of course, is not limited to fictional accidents. During the 20th century,
authoritarian regimes mastered the art of propaganda, using mass media to fabricate
realities. Nazi Germany, for instance, deployed radio and film to cultivate myths of national
destiny and demonise enemies. The Cold War witnessed a proliferation of disinformation
campaigns, with both the Soviet Union and the United States planting forged documents,
doctored images, and fabricated stories to discredit rivals.

These historical precedents highlight that disinformation is not merely about lies. It is,
again, about power: who controls narratives, whose voices are amplified, and how symbolic
forms shape collective behaviour.

Fast-forward to the present, and the dynamics of disinformation have shifted: today's
digital ecosystem makes it easier than ever to produce, circulate, and consume false
content. The barriers to entry are low: anyone with a smartphone can generate convincing
images, videos, or posts. At the same time, platforms reward virality, privileging content
that provokes strong emotional reactions, often outrage or fear. Unlike the relatively
centralised broadcasting of the past, disinformation now thrives in networked
environments. Memes, hashtags, and viral videos spread horizontally, not just vertically.
This gives disinformation the speed of contagion, moving through social networks like
wildfire. Moreover, algorithmic systems amplify such content, creating self-reinforcing
loops.

Visibility, Vitrinisation, and the Spectacle

Understanding contemporary disinformation also requires looking at how media transform
visibility: sociologist Giovanni Codeluppi coined the term vitrinisation to describe the
process by which social life is turned into spectacle, like objects displayed in a shop
window. In the age of social media, identity itself becomes a performance staged for
constant exposure. This logic of spectacle creates fertile ground for disinformation. False
stories, sensational images, and conspiratorial claims thrive precisely because they are
spectacular: they grab attention, invite emotional investment, and demand sharing.
Visibility becomes both currency and vulnerability: to be seen is to risk distortion.

John B. Thompson's work on the changing boundaries between public and private further
illuminates this shift. Where once public figures could maintain controlled personas, today
hypervisibility makes them constantly exposed to scrutiny, manipulation, and attack.
Disinformation exploits this exposure, weaponising images and narratives to undermine
reputations and credibility.
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Disinformation and Democracy
The consequences extend far beyond individual reputations. Disinformation erodes trust —
in media, institutions, and even in the possibility of shared truth. When falsehoods
circulate unchecked, citizens lose confidence in their ability to distinguish fact from fiction.
This breeds cynicism, disengagement, or, worse, radicalisation.

In democratic societies, disinformation undermines informed deliberation, replacing
reasoned debate with emotional polarisation. In authoritarian contexts, it becomes a tool
for repression, legitimising crackdowns under the guise of combating "fake news". Either
way, disinformation corrodes the conditions of democratic life.

Real-Life Example: COVID-19 and Infodemic

The global pandemic of 2020 offered a stark example of the dangers of disinformation.
Alongside the spread of the virus came an infodemic: a flood of false information about
cures, vaccines, and conspiracy theories. From baseless claims that SGtowers spread the
virus to rumours of microchips in vaccines, disinformation undermined public health
measures and fuelled distrust in science. The World Health Organisation recognised that
managing the infodemic was as crucial as managing the pandemic itself. This illustrates
how disinformation can directly endanger lives, not only political systems.

1.6 Fake News and Post-Truth

In recent years, few terms have travelled as quickly across academic debate, political
discourse, and everyday conversation as fake news. Once used informally to describe
dubious journalistic practices, it is now a central concept in the struggle to understand how
truth is challenged in a digital society. Nevertheless, the term itself is problematic: vague,
contested, and often weaponised. To analyse it critically, we must unpack its multiple
dimensions — epistemic, intentional, sociological, and formal — while situating it within the
broader condition of post-truth.

The phenomenon is not new. False stories, satirical hoaxes, and propaganda campaigns
have always accompanied media history. What distinguishes the present is the speed,
scale, and reach enabled by digital platforms.

In 2016, the Oxford Dictionary declared "post-truth" the word of the year, defining it as a
situation in which "objective facts are less influential in shaping public opinion than
appeals to emotion and personal belief". The following year, the Collins Dictionary named
"fake news" its word of the year, noting its explosive use in political rhetoric. This was no
coincidence: the Brexit referendum in the United Kingdom and the election of Donald
Trump in the United States had both been marked by an unprecedented surge of online
disinformation.

The Brexit campaign, for example, was infused with the now infamous claim that the UK
was sending £350 million a week to the EU, money that could instead fund the National
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Health Service. Although quickly debunked, the slogan on a red bus proved remarkably
powerful. Similarly, during the US. election, the so-called "Pizzagate" conspiracy alleged
that Hillary Clinton was running a child-trafficking ring out of a Washington pizzeria. Absurd
though it was, the story spread widely on social media and even inspired an armed attack
on the restaurant. These events revealed that fake news was not a marginal curiosity but a
structural force, capable of shaping political outcomes and destabilising trust in
democratic institutions.

Defining Fake News: Four Properties
Scholars propose that fake news can be analysed through four dimensions:

1. Bpistemic (Knowledge-related) — the relation of a truth statement. Fake news often
involves outright falsehoods, but not always. Sometimes it is literally accurate yet
misleading by implication. For example, reporting that "47 robberies have occurred
since the arrival of refugees" suggests causality where none exists. The statement is
factually correct, but the implication is false.

2. Intentional — the motivations of the creator. Does fake news require intent to
deceive? Some argue yes: a claim is fake only if its author knows it is false. Others
emphasise that dissemination matters regardless of intention. Aperson may share
phoneynews in good faith, genuinely believing it to be true. Intention, therefore,
must be considered at the level of producers rather than propagators.

3. Sociological — the scale of dissemination. Fake news is not simply a false statement;
it is falsehood amplified across networks. Some argue it becomes phoneynews only
when widely shared, while others stress that the aim to reach mass audiences is
sufficient, even if actual virality is limited.

4. Formal — the appearance of credibility. Fake news mimics the form of legitimate
journalism — articles, headlines, or broadcasts — so that audiences mistake it for
genuine reporting. This imitation gives it persuasive power.

Taken together, these properties explain why fake news is so insidious: it blurs boundaries
between true and false, fact and opinion, satire and reporting, sincerity and manipulation.
Understanding fake news also requires identifying the different actors involved. We can
distinguish three roles:

Producers — individuals or organisations who create fake news. They may be driven by
ideology, profit (through clicks and advertising revenue), or political strategy.

Receivers — those who encounter fake news. Not all receivers believe what they read; some
may recognise it as false or consume it as entertainment. The most vulnerable are those
who accept it uncritically.

Propagators — users who share fake news with their networks, regardless of whether they
believe it. Propagators are crucial: by retweeting, reposting, or forwarding, they extend the
reach of disinformation beyond its original audience.

Asingle person may occupy all three roles at different times. For instance, a receiver who
believes a false story can become a propagator by sharing it, inadvertently amplifying
disinformation.
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The extraordinary virality of fake news cannot be explained by deception alone. To
understand why false stories circulate so widely, we need to examine the interplay among
psychology, cognition, and social dynamics. The psychological dynamics at play are
explored in the next chapter. Theoretically, we continue to hear about the social structures
of communication. Social media networks often function as epistemic bubbles: spaces
where users are only exposed to like-minded voices. In such environments, alternative
perspectives are simply absent, excluded by algorithmic design and the composition of
one's social connections. More insidious still are echo chambers, where dissenting sources
are not only lacking but actively discredited. Inside an echo chamber, members reinforce
cach other's beliefs while dismissing outside information as propaganda or lies. Trust
becomes concentrated within the group, and suspicion is directed outward.

Afurther mechanism, known as group polarisation, intensifies the problem. When people
deliberate in homogeneous groups, they often adopt more extreme positions than they
initially held. In online spaces where like-minded individuals cluster, fake news can push
groups toward increasingly radical interpretations, fuelling outrage and deepening
divisions.

Taken together, these cognitive tendencies, psychological shortcuts, and social dynamics
reveal why fake news spreads so effectively. It is not simply a matter of malicious
producers deceiving passive audiences. Instead, it reflects the vulnerabilities of human
cognition, the ways our memories and desires work, and the structures of our digital
communication environment. Fake news succeeds because it resonates with how people
think, feel, and belong.

Post-Truth Politics

The prominence of fake news has been amplified by the cultural condition known as post-
truth. In post-truth politics, the line between fact and opinion blurs, and emotional
resonance trumps empirical evidence. Politicians exploit this climate by making statements
that "feel true" to their supporters, even when demonstrably false.

This does not mean truth has disappeared. Instead, truth competes with other logics
(emotion, identity, affect) in shaping public discourse. Fake news thrives because it aligns
with these logics, offering emotionally satisfying narratives in place of complex realities.

1.7 Gendered Disinformation

Not all disinformation spreads in the same way, nor does it harm all public figures equally.
Women in positions of visibility are often confronted with a particular kind of hostility, one
that does not simply question their ideas but undermines their legitimacy as political and
professional actors. This systematic undermining is what we can call gendered
disinformation: a phenomenon that combines manipulation of information with the
enduring structures of sexism and misogyny. It is a form of what Pierre Bourdieu once
described as symbolic violence: subtle yet pervasive attacks that discredit women not

23



* X 5

* *
* *
* *

* 5 Kk

Co-funded by
the European Union

based on their policies but on the fact that they are women. For a more analysis of
gendered disinformation, see Chapter 6.

Unlike men, who are more often criticised for their political or ideological stances, women
are singled out for their bodies, their private lives, or their supposed character flaws. They
are sexualised or ridiculed, turned into memes or mocked with infantilising nicknames, and
often saddled with fabricated quotes designed to spark outrage. Social media algorithms
ensure that these attacks travel quickly and widely, magnifying their reach far beyond the
initial insult. Moreover, the consequences rarely remain online: threats, intimidation, and
reputational harm spill over into the offline world, discouraging women from public
participation.

The story of Maria Ressa, journalist and Nobel Peace Prize laureate from the Philippines, is
a striking example. From the moment she began exposing corruption and authoritarianism
in her country, she became the target of relentless online harassment. At the height of
these campaigns, she received up to ninety abusive messages per hour, many of them
misogynistic in nature. She was called a "witch" or dismissed as "not a woman", her image
twisted in demeaning memes that circulated widely on Facebook. The online assault paved
the way for something even more dangerous: the criminalisation of her journalism. The
rhetoric of disinformation and misogyny created an environment in which she could be
prosecuted under "cyberlibel" laws, a chilling reminder that digital abuse and state
repression are not separate phenomena but deeply connected.

In Italy, Laura Boldrini, former President of the Chamber of Deputies, faced a form of
disinformation that was different but equally revealing. Over the years, she was repeatedly
associated with statements she never made (claims that Italians should host migrants in
their homes, or that the Italian juridical system should not punish crimes committed by
migrants). These so-called "phantom quotations" were paired with images of urban decay
or unrelated photos depicting migrants, weaving a narrative of threat and betrayal. Even
when fact-checkers debunked these stories, the damage had already been done;the
falsehoods had entered the public imagination. At the same time, Boldrini was targeted
with pornographic photomontages and violent fantasies. One local politician suggested
publicly that she be locked in a house with migrants, an act so egregious that it led to a
court conviction. Her case demonstrates not only the personal cost of gendered
disinformation but also the difficulty of repairing reputational harm once a lie has been
allowed to spread.

In Canada, Catherine McKenna, Minister of the Environment, encountered another recurring
strategy: infantilisation. She was consistently referred to as "Climate Barbie", a nickname
that trivialised her expertise and undermined her authority as a policymaker. The label was
repeated so widely that it became shorthand for dismissing her, making it easier for
fabricated stories about her environmental policies to gain traction. Claims that she
wanted to ban fireplaces or impose taxes on family holidays circulated alongside the
nickname, the sexist frame giving them extra credibility. The hostility she faced did not
remain confined to the digital sphere: her constituency office was vandalised with
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misogynistic graffiti, she received death threats, and eventually she withdrew from frontline
politics. Her experience shows how disinformation, when shaped by sexism, can force
women out of public roles altogether.

Taken together, these stories make it clear that gendered disinformation is not an
unfortunate series of isolated incidents but a structural phenomenon. It works by
combining lies with sexism, by using digital platforms to magnify harassment, and by
blurring the line between symbolic attacks and material consequences. Ressa's case
highlights how online violence legitimises institutional repression; Boldrini's illustrates the
enduring power of fabricated quotations tied to xenophobic narratives; McKenna's shows
how sexist stereotypes can reduce complex expertise to caricature.

The broader implications for democracy are profound. Asociety where women are
systematically attacked, ridiculed, and delegitimised is a society where democratic debate
is impoverished. Gendered disinformation narrows the field of participation, discouraging
women from seeking leadership roles and creating toxic environments that stifle diverse
voices. It reinforces patriarchal power by normalising misogyny and presenting it as part of
everyday political contestation. Over time, this not only silences individuals but weakens
the inclusiveness and quality of democratic life itself.

However, these stories also reveal resilience and resistance. Maria Ressa has used her
international platform to denounce online violence and call for global solidarity in
defending press freedom. Laura Boldrini has transformed her experience into public
advocacy for stronger protections against online hate. Catherine McKenna continues to
work on environmental issues, refusing to be silenced, even if from a less exposed position.
Each, in her own way, demonstrates that women subjected to disinformation are not simply
victims but also agents who contest and expose these attacks.

Reflection Activity

Think about the three cases described. What struck you most: the scale of the harassment,
the inventiveness of the lies, or the consequences for democratic participation? How might
you design a campaign to counter gendered disinformation? Would you focus on fact-
checking, creating supportive networks, legal reform, or building empowering counter-
narratives?

1.8 Conclusion

Over the course of this chapter, we have moved from the foundations of communication to
the darker realities of disinformation, tracing how meaning is shared, mediated,
manipulated, and resisted. What began as a simple question, What does it mean to
communicate? , opened into a journey through the asymmetries of mass communication,
the complexities of media as socio-technical systems, and the vulnerabilities that arise
when truth competes with spectacle, ideology, and manipulation.
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We saw that communication is never neutral. It can be contact, transmission, sharing, or
inference; it can inform, but it can also mislead. The classroom, the newspaper, and the
radio broadcast each reveal the subtle but significant differences between information and
genuine dialogue. We then considered the leap from interpersonal to mass communication,
recognising how the separation between production and reception, the commodification of
symbolic goods, and the authority of broadcasting reshaped modern societies. Our
exploration of media reminded us that technologies are never mere tools. They are
mediators, shaping not just what we see but how we see it, not just what we say but what
can be said. Mediation, as Silverstone observed, is like translation: always incomplete,
always political. This awareness prepared us to face the challenges of disinformation, both
historical and contemporary. From Orson Welles' War of the Worlds to the COVID-19
infodemic, from fabricated headlines to algorithmically amplified falsehoods, we have seen
how manipulation exploits our trust in the media and our own cognitive and social
vulnerabilities.

Fake news, we learned, spreads not only because someone intends to deceive but because
human beings are wired to seek coherence, to trust what is familiar, and to remain loyal to
the groups to which we belong. Disinformation thrives in the fertile soil of confirmation
bias, repetition, bubbles, and echo chambers. In the age of post-truth, it is not that truth
has disappeared, but that it must compete with narratives that are emotionally satisfying,
spectacular, and aligned with identities.

Perhaps most striking was the discussion of gendered disinformation. Here, the
manipulative power of disinformation intersects with patriarchal structures, producing
attacks that do not simply mislead but actively delegitimise women as public subjects. The
stories of Maria Ressa, [aura Boldrini, and Catherine McKenna remind us that the
consequences are not abstract: they involve threats, reputational harm, and the silencing
of voices essential to democracy.

What, then, can we take away? First, that critical media literacy is not an optional skill but a
democratic necessity. To live in the digital age requires more than consuming information;
it requires questioning, verifying, comparing, and reflecting. It means recognising the
difference between communication and propaganda, between dialogue and manipulation.
Second, the fight against disinformation cannot be left to individuals alone. Platforms,
institutions, educators, and citizens must all share responsibility in building environments
where truth is valued and diverse voices can flourish. Third, that disinformation is not only
about lies but about power: who controls visibility, whose voices are amplified, and who is
pushed into silence.

As you reflect on this chapter, think about your own media practices. How do you respond
when you encounter dubious stories online? Which voices do you trust, and why? How do
algorithms shape the information you see, and what might be missing from your feed?
Most importantly, how can you use your awareness not only to protect yourself but also to
support others, to create a digital world that is fairer, more inclusive, and more resilient to
manipulation?
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2. Comprehensive Guide on the Psychology of
Communication

Written by Andrei Cornea, from In Varietate Concordia (IVC), 2025

2.1 Introduction

The psychology of communication underpins how humans create, interpret and respond to
messages across contexts. This textbook chapter explores the cognitive, social, emotional,
and ethical dimensions of communication, offering practical exercises, real-life case studies,
and comparative insights between Romania and other European Union countries, including
Sweden, Spain, Italy, Germany, and France. By integrating theoretical frameworks with
applied examples, the text emphasises how psychological principles shape perception and
interpersonal dynamics in both personal and public spheres. Gender shapes communication,
and social norms and stereotypes affect how messages are perceived, who is trusted, and
how misinformation spreads. In this textbook, we will also examine how gender interacts
with bias, algorithms, and coordinated messaging across Furope. The textbook mirrors a
comprehensive training course and is organised into five submodules. Each submodule
presents theoretical foundations, real-world examples, exercises, critical analysis and a
conclusion to reinforce learning outcomes.

2.2 Cognitive Biases and Perception in Communication

Understanding Cognitive Biases

Cognitive biases are systematic deviations from rational judgment, which influence how
people perceive, interpret, and respond to messages. These biases often stem from the
brain’s need to simplify complex information for rapid decision-making (Kahneman, 2011).
Key biases include:

Confirmation bias: Preferring information that aligns with pre-existing beliefs while
discounting contradictory evidence.

Information bias: Occurs when we perceive or share information unevenly. Gendered
content, such as posts criticising women leaders, is often amplified or ignored based
on stereotypes rather than accuracy.

Anchoring bias: Being overly influenced by initial information when forming
judgments.

Awvailability heuristic: Overestimating the likelihood ofevents based on their vividness
or recency (Tversky & Kahneman, 1974).
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Why these matters in gender are essential is because gender affects communication in
visible and subtle ways; women and minorities often face disproportionate attacks online.
Bias happens when our brains take shortcuts to make quick decisions. These shortcuts can
make us see things in a certain way without realising it, sometimes leading to unfair or
inaccurate conclusions. Before exploring communication psychology, it is crucial to
understand the concept of bias.

Bias means a systematic deviation from rational or balanced judgment. In simple terms, bias
occurs when our brains take shortcuts, leading us to see things in a particular way, often
without realising it. These shortcuts help us make fast decisions, but can lead to unfair,
distorted or inaccurate conclusions. When it comes to gender bias, people are more likely to
believe information that confirms sterecotypes. For example, a social media post claiming
that women are “too emotional to lead” may be accepted uncritically because it aligns with
societal stereotypes. Confirmation bias is when a person might trust a news story that
supports their opinion and ignore others that do not. Biases operate in the brain’s decision-
making regions, such as the prefrontal cortex, where decision-making and logic occur, and
the amygdala, which houses emotional reactions, such as fear, anger, and pride. Emotional
responses can override logical reasoning, making us more likely to believe and share
messages that confirm our pre-existing beliefs. For example, posts attacking women
politicians often exploit emotional reactions, reinforcing gender stereotypes. A stereotype
threat occurs when women internalise societal expectations, doubting their abilities in STEM
fields, for example, which affects how they respond to messages or share information.

Heuristics and Mental Shortcuts

Heuristics are mental shortcuts that facilitate quick decisions but can produce systematic
errors. Common examples include:

Representativeness heuristic: Judging probability based on similarity rather than
statistical logic.

Affect heuristic: Relying on emotional reactions rather than rational analysis.

Social proof: Conforming to perceived majority opinions, even when they are
inaccurate (Cialdini, 2001).

In practice, heuristics explain why emotionally charged or socially validated messages
spread rapidly, independent of factual accuracy.

Source Credibility, Trust and Memory Effects

Perceived credibility, determined by expertise, trustworthiness, and likability, strongly affects
message acceptance. Memory effects, such as the illusory truth effect, show that repeated
exposure increases perceived accuracy, even for false information (Fazio, 2020). Effective
communication strategies must consider these cognitive tendencies to avoid inadvertently
promoting misinformation. Prevention strategies beyond awareness include pausing before
sharing something online. Check sources before forwarding a message. Diversify your
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information, follow media outlets with different perspectives. Identify emotional triggers and
recognise when anger, fear, or pride is influencing your judgment. It is also good to link such
strategies to gender and see if stereotypes about women or minorities are influencing your
reaction somehow.

Real Life Examples: Romania vs Sweden

Romania: During the 2020 parliamentary elections, social media analysis revealed the rapid
viral spread of emotionally charged political memes. Many posts exploited confirmation bias
and the availability heuristic, emphasising corruption scandals and nationalist narratives.
Fact-checking efforts struggled because repeated exposure had already cemented false
beliefs in public memory (Popescu, 2021). Also, in Romania, online posts repeatedly framed
women politicians as “too emotional,” exploiting stereotypes and confirmation biases.
Sweden: Swedish campaigns emphasise transparency, fact-based messaging, and source
credibility. Citizens demonstrate lower susceptibility to viral misinformation due to higher
institutional trust and education that teaches the recognition of cognitive biases (Nygren &
Svensson, 2020). Women politicians receive coverage focused on competence rather than
gendered appearance. Swedish citizens show lower susceptibility to viral misinformation due
to institutional trust and education on cognitive biases.

Exercises and Tasks

Reflection Question: Collect social media posts about male vs. female politicians.
Identify which biases (confirmation bias, stereotype threat) influenced belief or
sharing. Discuss patterns.

Group Discussion: Compare Romania and Sweden. How do societal trust and media
literacy influence susceptibility to gendered disinformation?

Applied Task: Conduct an experiment testing how credibility cues (source expertise,
gender) influence message acceptance among peers.

Critical Analysis / Discussion

Cognitive biases are unavoidable but manageable. Gendered disinformation exploits
emotional triggers, stereotype reinforcement, and repeated exposure. Comparing Romania
and Sweden highlights:

e How societal trust and education modulate susceptibility

e How algorithmically amplified gendered posts exploit common cognitive shortcuts

e The importance of integrating gender awareness into media literacy programs.

Conclusion
Cognitive biases and heuristics fundamentally shape perception, attention, and memory.
Awareness of these mechanisms enables communicators to design ethical messages and

allows audiences to evaluate information critically. Gendered disinformation requires
specific attention to stereotype threat, confirmation bias, and algorithmic amplification.
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Comparative insights between Romania and Sweden illustrate the importance of societal
context in shaping communication outcomes.

2.3 Networks and Algorithms

Introduction and Overview

Digital platforms do not simply host communication; they actively shape how information
spreads, which messages reach audiences, and who becomes most visible. Understanding
these dynamics is central to the psychology of communication because they reveal the
interplay between human cognitive biases, emotional engagement, and systemic design.
Platforms are addictive because of dopamine rewards, social validation and ecase of
processing. They are designed to maximise engagement through features such as autoplay,
infinite scroll, and likes. These features exploit cognitive shortcuts and emotional responses,
increasing the likelihood that content will spread. Gendered posts often trigger stronger
reactions, which, in turn, amplify algorithmic amplification.

This submodule examines algorithmic amplification, cross-platform behaviour, and
algorithmic biases, with concrete examples from Spain. Readers will explore how platform
features exploit psychological tendencies such as social proof, cognitive fluency and
emotional salience. Exercises, reflection questions, and a critical discussion encourage
practical understanding.

Attention Traps

Attention ttraps are platform features designed to capture and hold users’ focus, often
leveraging emotional salience: (Brady et al., 2017; Berger & Milkman, 2012)

Autoplay videos and infinite scroll: Keep users engaged passively.

Trending panels and notifications: Highlight content likely to generate reactions.

One-click sharing: Facilitates rapid, low-effort information propagation.

Case Example — Spain: In municipal elections, Whats App and Facebook posts targeted women
with content suggesting that local policy changes endangered family care roles. Emotional
messaging, such as narratives of “overburdened mothers,” was amplified via one-click
sharing and group forwarding, exploiting cognitive shortcuts like social proof and affect
heuristics.

Gender implication: Women-centric narratives often trigger empathy or outrage, increasing
algorithmic amplification. Men-focused posts may leverage authority, responsibility, or
economic fear.

Algorithm Boost & Bias
Algorithms reward engagement signals such as likes, shares, and comments. Early

engagement can trigger platform ranking systems, thereby increasing visibility and producing
cascade effects (Mosoughi, Roy, & Aral, 2018). Algorithmic bias happens when digital
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platforms show unfair results because their systems learn from biased human data.
Platforms prioritise posts that generate strong emotional responses. Content attacking
women leaders or portraying minority women negatively spreads faster because it triggers
anger or fear. Algorithms unintentionally reinforce gender stereotypes.
When linked to gendered disinformation, algorithmic bias can:
e Amplify sexist or emotional posts, such as attacks on women politicians or
influencers.
e Hide credible voices, since educational or neutral content gets less engagement.
Target people differently by gender, for example, showing fearful health content
mainly to women.

Case Example — Spain: During the 2021 COVID-19 pandemic, a series of posts depicting
mothers refusing vaccines as “endangering their families” went viral, reaching thousands
more than posts from male doctors delivering factual guidance. Emotional storytelling and
caregiving narratives engaged audiences and were preferentially boosted.

The psychological mechanism exploited is social proof, as repeated gendered stories create
a perceived consensus. Confirmation bias occurs when users accept narratives that align
with traditional gender roles.

Digital Pathways

Messages rarely remain on a single platform. Content may originate on fringe forums, gain
traction on Twitter, and then migrate to Instagram and TikTok for broader exposure. This
cross-platform movement ensures that narratives persist and reinforce each other.

Case Example — Spain: Climate-sceptic narratives targeting women as “family protectors”
began on niche blogs, migrated to Twitter via hashtags, and then appeared as Instagram
memes and short videos. Each stage reinforced gendered stereotypes, making correction
difficult.

Algorithmic Effects on Politics

Algorithmic systems are not neutral; they prioritise content likely to generate engagement.
Political and emotionally charged content often receives disproportionate amplification,
while subtle or nuanced messages remain less visible (Huszar et al., 2022).

Case Example — Spain: During local elections, posts emphasising women’s caregiving
responsibilities and men’s economic roles received higher engagement and algorithmic
boosting. Repetition across Facebook, Instagram, and Telegram normalised these narratives,
shaping public perception even when factual corrections were issued.

The psychological explanation is that emotional salience activates the amygdala, repetition
strengthens memory (hippocampus), and social proof encourages conformity, making
gendered misinformation particularly resistant to correction.

Critical Analysis / Discussion
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Digital platforms amplify existing cognitive vulnerabilities. Gendered disinformation
benefits from:
e FEmotional triggers that increase shares
e An algorithmic ranking that disproportionately favours engaging content
® (ross-platform migration that reinforces narratives.
e Awareness of these dynamics enables audiences to assess content critically. It
empowers policymakers to design interventions targeting algorithmic bias,
particularly in gendered narratives.

Conclusion

Algorithmic design interacts with human psychology to shape message spread and influence.
Gendered content, particularly narratives targeting women or reinforcing stereotypes, is
amplified through emotional triggers, social proof, and cross-platform movement.
Understanding these mechanisms allows communicators, educators, and policymakers to
mitigate harm while promoting ethical information consumption.

2.4 Coordination and Influence

Overview

Coordinated communication campaigns use timing, repetition, and consistent framing to
shape perceptions, influence behaviour, and reinforce social norms. Gendered
disinformation leverages these strategies to target women, men, or specific minority groups,
exploiting stereotypes and societal expectations. This submodule explores how coordinated
messaging spreads, why it is persuasive, and how audiences can critically evaluate it.
Examples focus on Romania, Spain, and Italy, illustrating how gender-specific narratives are
amplified and resisted.

Signals of Coordination

Coordination is often subtle, but psychological cues can reveal orchestrated activity.
Coordinated campaigns frequently target women with content reinforcing traditional roles
(“women should care for family, not politics”). Posts are repeated across multiple platforms
to strengthen stereotypes and normalise biased perceptions. Some key patterns include:
e Synchronised timing — Messages posted at similar times to maximise attention.
e Repetition and templates: Similar phrasing or slogans that reinforce ideas and create
familiarity.
e Role differentiation — Influencers, amplifiers, and “seed” accounts distributing
messages in stages.
e Cross-channel activity: The same message appears across multiple platforms to
increase reach.
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Gendered examples are that women are targeted with messages emphasising emotionality,
caregiving or vulnerability. On the other hand, men may receive messages emphasising
authority, financial responsibility or protection of family/ nation. Minority women may face
intersectional targeting, combining gender and ethnic stereotypes.

Example: Romania and Italy - In Romania, social media campaigns repeatedly highlighted
women politicians’ appearance and emotional expressions, undermining credibility.
Hashtags, memes, and posts from community groups reinforced these stereotypes.

In Italy, immigrant women were portrayed as threats to family stability, with repeated
hashtags, viral memes, and emotionally charged stories circulated across multiple platforms.

Patterns in Messaging

Emotion-based triggers, such as anger, fear, or pride, make messages more memorable and
shareable.

Framing: Simplified “us vs. them” narratives activate cognitive shortcuts and biases.
Priming: Exposure to repeated themes primes audiences to interpret new information
consistently.

Example: Romania and Spain: In Spain, social media posts depicted women as overburdened
mothers facing unsafe family conditions, suggesting they were blamed for societal problems.
In Romania, similar narratives spread in diaspora communities, emphasising women’s
responsibility for emotional labour and family cohesion. Both cases show how repetition,
emotional framing and gendered stereotypes influence belief and sharing behaviour, even
without factual support.

In these cases, the psychological mechanisms exploited were confirmation bias, as
audiences accept information confirming gendered stercotypes, and social proof, as
repeated across groups to create a perceived consensus.

Exercises

Identify Coordinated Messaging: Track posts targeting women in two countries: note timing,
repetition, cross-platform presence, and emotional framing.

Psychological Analysis: Analyse how cognitive biases (confirmation bias, stereotype threat,
availability heuristic) are exploited in gendered campaigns.

Counter-Messaging Design: Create a sample social media post to counter a gendered
misinformation narrative. Apply principles like repetition, empathy, and credible sources.

Analysis

Coordination in communication is often invisible but psychologically powerful. Recognising
the interplay between timing, repetition, and framing allows citizens to resist manipulation.
Ethically, analysts must balance identifying patterns with avoiding false claims about intent.
In Romania, Spain, and Italy, coordinated campaigns show how messages can shift local
narratives about women, influencing political, social, and public policy attitudes.
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Conclusion

Coordination strategies exploit psychological principles, such as repetition, emotional
triggers, and social cues, to shape public opinion. Gendered narratives are particularly
susceptible to amplification due to:

e Societal stereotypes about women and men

e Cross-platform repetition reinforces norms

e FEmotionally charged messaging that engages intuitive decision-making
By identifying timing patterns, repeated messages, and role differentiation, audiences can
resist gendered disinformation and strengthen media literacy. Cross-country comparisons
reveal that while coordination strategies are universal, cultural and societal context shapes
their effectiveness.

2.5 Ethical Debunking

Overview

Debunking misinformation isn’t just about setting the record straight; it’s also about
understanding people. When it comes to gendered disinformation, the challenge becomes
both psychological and ethical. False stories often target women, minorities or people at the
intersections of different identities. They play on our emotions, biases and social norms.
Correcting them effectively means more than dropping facts; it requires timing, empathy and
careful framing. This section looks at how ethical debunking works in practice, using real
examples from France, Spain, and Germany.

‘Why Ethics Matter

Correcting false or misleading information carries both risks and responsibilities:
e Amplification: Highlighting false gendered claims may unintentionally increase
visibility
Backfire effect: Corrections can entrench pre-existing gender biases.
e Iegitimisation: Addressing fringe claims may confer legitimacy.

Ethical debunking requires attention to values, emotions, and social context, avoiding harm
while promoting accurate information. Debunking Strategies:

Prebunking/ Inoculation - Introduce audiences to common gendered misinformation tactics
before they encounter them. Builds cognitive resilience and reduces susceptibility.
Example: In France, female journalists produced storytelling videos that exposed myths
about women leaders’ “emotional instability.” Videos highlighted the psychological tricks
behind gendered stereotypes, enabling viewers to recognise manipulative narratives before
encountering them online. The psychological mechanisms addressed were confirmation
bias, stereotype threat, and social proof.

Narrative Redirection - Promotes accurate information without unnecessarilyrepeating false
claims. Uses stories, analogies, and emotionally resonant content.
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Example: Spain - During misinformation campaigns about women’s roles in environmental
activism, NGOs highlighted successful female climate leaders and community projects.
Messaging focused on competence, agency, and empowerment, rather than repeating false
claims about women being irresponsible or uninformed, using calm, relatable storytelling
instead of confrontation. Empathyincreased trust. The psychological mechanisms addressed
were emotional framing and the illusory truth effect.

Direct Correction - Clear, evidence-based responses to false claims. Must balance visibility
with risk of amplifying misinformation.
Example: Germany - Fact-checking organisations countered viral posts claiming female
candidates were “too emotional to lead.” Corrections included:

e Visual comparisons of male vs. female candidates’ speeches

e References to verified public statements and performance data

e C(oncise, empathetic explanations emphasising competence.
The psychological mechanisms addressed were confirmation bias and, in this last case,
empathy and trust, because messaging delivered by female professionals increased
credibility.

Psychological Foundations - Effective debunking of gendered disinformation requires
awareness of cognitive tendencies:
e Continued Influence Effect: False gendered claims persist even after correction.
e [llusory Truth Effect: Repetition strengthens perceived truth.
e Confirmation Bias: Users favour information that confirms existing gender
stereotypes.
Stereotype Threat: Women may doubt their abilities due to societal expectations.
e FEmotional Engagement: Fear, shame, or pride can override factual reasoning.

Debunking strategies must address these mechanisms through timing, framing, repeated
reinforcement, and sensitivity to identity.

Real World Case Studies

Election Disinformation (France, 2017): Viral posts suggested female candidates were “too
emotional” to lead. Debunking involved female journalists and politicians sharing personal
experiences, emphasising competence and experience. Results showed increased public
confidence and reduced stereotype influence.

(Climate Change Misinformation (Spain, 2021). False narratives framed women activists as
“overly emotional” or uninformed. NGOs countered with storytelling highlighting successful
female-led projects, reframing the narrative around expertise and empowerment.

Public Health Misinformation (Germany, 2020) Female doctors addressed false claims
portraying women as irresponsible caregivers during COVID-19 health campaigns. Empathetic
messaging emphasised informed choices, caregiving competence, and trust in professional
guidance.

Exercises
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Ethical Reflection: Design a prebunking post targeting a specific gendered
misinformation case. Explain which psychological biases it addresses.

Comparative Analysis: Compare a gendered misinformation case from France and
Spain. Analyse cultural context, psychological triggers, and debunking effectiveness.
Debunking Role-Play: Students practice delivering corrections to peers, emphasising
empathy, credibility, and stereotype reduction.

Analysis

Debunking gendered misinformation requires balancing:
e Fthics: Avoid harm, respect autonomy, prevent stigmatisation
e Psychology: Target cognitive biases, emotional reactions, and stereotype threats.
e Practicality: Ensure reach, visibility, and platform effectiveness.

Prebunking reduces susceptibility before exposure. Narrative redirection avoids reinforcing
false stereotypes. Direct correction works when delivered with credibility, empathy, and
psychological insight. Cross-country examples demonstrate that context-specific strategies,
combined with psychological awareness, produce the most effective outcomes in countering
gendered disinformation.

2.6 Conclusion

Key takeaways:

Debunking is a psychological and ethical practice, not just a matter of factual correction.
Gendered disinformation requires tailored approaches addressing cognitive biases,
emotional triggers, and stereotypes. Strategies should combine prebunking, narrative

redirection, and selective direct correction. Effective interventions strengthen public trust,
promote informed decision-making, and challenge harmful gendered narratives.
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3. New Media and Social Platforms

Written by Ali Honaramiz and Monika Kmetova, Europsky Dialog 2025

3.1 Introduction: The Pocket Power of TikTok

Imagine starting your day with a device that fits in your hand but holds the whole world's
creativity, conversations, and conflicts within its glowing screen. This is the reality for
millions of young people across Europe and beyond who use TikTok not just for
entertainment, but as a primary window into culture, identity, news, and social connection.
Unlike the TVshows or newspapers that shaped previous generations, TikTok is a fast-
flowing river of short videos - music, humour, drama, education, activism - all mixed by
algorithms designed to surprise, delight, and sometimes unsettle its audiences within
seconds (Pew Research Centre, 2025). For youth like those in Slovakia, TikTok has
revolutionised how they experience community, voice, and agency in a digital age.

TikTok's platform is built on participation and remix culture. What once was the domain of
celebrities is now daily life for users who can film, edit, and share content from their
bedrooms. Adance created by a 14-year-old in Atlanta can become a global phenomenon,
with millions copying the steps and creating their own versions. For many youth, TikTok is
not only a place to witness culture but to invent it, making the previously passive act of
watching into an active, creative experience (World Economic Forum, 2025).

The Cultural Explosion: AMusical, AChallenge, and a Movement

One of the most extraordinary cultural phenomena birthed by TikTok is the "Ratatouille:
The Musical" project. What started as a simple, humorous video by a young New York
teacher in 2020 turned into an international sensation. Emily Jacobsen's playful homage to
a beloved Pixar character became a viral creative collaboration that brought thousands of
strangers together to write songs, choreograph dances, and build costumes - all within the
TikTok ecosystem. Eventually, the project blossomed into a professional Broadway-style
live-stream event raising over two million dollars for charity, attended by fans and
celebrities worldwide. This story shows TikTok's capacity to turn isolated moments of joy
into collective artistic experiences that transcend geography and traditional entertainment
gatekeepers (Pew Research Centre, 2023).

On the flip side, TikTok's viral momentum can sometimes lead to more troubling outcomes.
The "Devious Licks" trend in 2021 is a prime example. Directed and amplified by young
users, this phenomenon saw thousands of students post videos of themselves vandalising
school property, from stealing soap dispensers to damaging washrooms. While many
participants framed this as rebellious fun, the consequences were serious: schools faced
damage costs, disruptions, and expulsions. TikTok responded by banning related hashtags
and increasing moderation. Still, the trend left a mark demonstrating how digital virality
can spill into real-world harm within days (Ingram, 2021).
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Finding Belonging and Identity in the Digital Crowd
For many teenagers, TikTok offers more than laughs and distractions; it provides a vital
sense of belonging. Unlike more superficial platforms, TikTok's algorithm quickly groups
users into "interest tribes", whether that's readers recreating literary debates, young
activists sharing climate change tips, or neurodivergent youth finding community in
explaining autism. One 17-year-old from Trnava explained that TikTok was the only place
where she saw people "like me" who understood the complexities of being both Slovak and
part of global online culture, describing it as a "cool, supportive older cousin who always
knows what's going on" (Palmer, 2025).

This inclusiveness extends beyond Slovakia, reflecting the global youth's experience of
intersectional identities and creative expression. Viral dance challenges like the
"Renegade," created in her bedroom by 14-year-old Jalaiah Harmon, highlight how youth
voices and creativity shape popular culture today. These challenges build social capital,
foster peer connection, and sometimes launch creative careers, demonstrating a tangible
pathway from online participation to offline opportunities (BBC Bitesize, 2023).

Dismantling the Myths: Anxiety Behind the Smile

Despite TikTok's contagious energy, it also fosters pressures that many youth struggle to
articulate. The constant need to produce content, chase visibility, and maintain a curated
persona online generates what mental health experts call "performance anxiety." The
"always on" culture of TikTok has led 39% of surveyed teens to report feelings of
overwhelm. At the same time, many young creators hide insecurities behind smiles
perfected for the camera. It's become common to hear teenagers speak of deleting apps
for mental health breaks, only to return, drawn back by FOMO - the fear of missing out on
social connection or viral moments (Pew Research Centre, 2025).

Moreover, TikTok's algorithm sometimes elevates risky content. Adark example includes
the "Benadryl Challenge," where young users took dangerous doses of allergy medication
to capture hallucination videos, causing hospitalisations and raising urgent questions
about platform responsibility. Despite increased warnings and content removal efforts, the
challenge highlighted the fine line TikTok navigates between viral excitement and user
safety (WHO, 2024).

More than Entertainment: TikTok as a News Source

One of the most surprising phenomena of the TikTok era is its role in shaping youth
perceptions of current events. More and more teenagers regard TikTok as their primary
news source, preferring "user-generated" live accounts to traditional media broadcasts.
During protests, climate disasters, or political upheavals, on-the-ground videos and
commentary often appear first on TikTok feeds. Young users appreciate the raw
authenticity and immediacy, but sometimes struggle to distinguish verified facts from
speculation or misinformation (Palmer, 2025).
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This shift challenges the entire news ecosystem. Governments and NGOs now work to
collaborate with "influencers" and content creators to disseminate accurate, timely
information. Yet the risk of misinformation spreading rapidly on TikTok remains a critical
challenge, demanding enhanced digital literacy education and fact-checking innovations.
TikTok by the Numbers (2024 Snapshot)

To give a clearer picture, here are some illuminating facts about TikTok's reach and
influence today:

TikTok boasts over 1.8 billion users worldwide, with approximately 30% aged under 18
(Palmer, 2025).

More than half of the viral songs on Europe's music charts got their boost from TikTok
dance challenges or memes (CNN, 2023).

In surveys, 72% of Gen Zrespondents identify TikTok as a primary source of news and
cultural trends (Pew Research Centre, 2025).

Educational TikTok channels have increased exam scores in pilot studies, illustrating the
efficacy of "microlearning" through social video (Pew Research Centre, 2025).

Voices of the Teens

To conclude this section, it's illuminating to listen to what the youth themselves say about
TikTok:

Martin, 16, Bratislava: " never watched TVnews - too slow and boring. Now I know about
protests or floods minutes after they start, because someone's there, filming and sharing,
no filters."

Kamila, 19, London: "We used TikTok to raise awareness about Sudan. My little video
reached kids not just here but in Berlin and Toronto, and connected us like never before. |
even spoke at a youth conference!"

Jakub, 17, Poprad: "TikTok helps me find people like me, but it's stressful too. The drama,
bullying - it's everywhere. I had to take a break and talk with my parents. Still, I don't want
to leave; the good things are amazing."

Reflection and Activities

Recall a TikTok trend or challenge. How did it affect your community or school? Was it
positive, negative, or both?

Track a day's worth of news or cultural updates. How many did you get first from TikTok?
Did you verify their accuracy?

Try creating a TikTok video about something you care about - science, art, or local news.
Observe how your community responds.

3.2 Beyond TikTok - Reddit, Discord, and Snapchat in Youth
Culture

Reddit: The Internet's Town Square for Seeking Truth and Community
Imagine entering a vast virtual library and community centre rolled into one, with
thousands of themed rooms where people from all over the globe discuss everything from
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gardening tips to the latest Marvel movie theories, from mental health support to
conspiracy theories. This is Reddit, often described as the "front page of the internet," an
expansive platform of forums called "subreddits," each dedicated to a specific topic, idea,
or interest.

For young people, Reddit offers a refuge from TikTok's fast-paced, visual bombardment. It
is a place to dive deeply into niche interests, seek advice anonymously, and participate in
intense discussions. Slovak teens and young adults frequently visit subreddits related to

language learning, video games, academic help, and even personal stories. Awell-known

subreddit is r/ Teenagers, where young people candidly share their struggles with school,
friendships, mental health, and relationships. The anonymity Reddit allows can be both a
blessing and a curse: it creates a space for candid sharing without fear of judgment, yet it
can also shield trolls or misinformation (Hasan, 2024).

One compelling example comes from a Slovak teenager who created a post in r/ Slovakia
about dealing with anxiety during exam season. The post garnered hundreds of empathetic
responses and tips, connecting a geographically scattered community in a shared
experience. This kind of peer support contrasts with the more public, performative spaces
of Instagram or TikTok, highlighting Reddit's role in fostering intimacy and detailed
conversation (Hasan, 2024).

However, the platform has also been a breeding ground for polarising theories. During the
COVID-19 pandemic, several subreddits became hubs for anti-vaccine sentiment and
conspiracy theories, spreading fears that sometimes leaked into offline protests. This
reality drives ongoing debates about moderation, community responsibility, and freedom
of speech - issues that young Redditors often navigate critically, aware of the information's
power and risks.

3.3 Discord: From Gaming Chat to Mirtual Hangouts and
Activism

Discord began in 2015 as a communication tool for gamers, combining voice, video, and text
chat into a single app. Over time, it morphed into a robust social hub, hosting millions of
communities not just for play but for friendships, activism, education, and fandoms. For
many young people growing up in post-pandemic isolation, Discord became their central
"third place" - neither home nor school, but a social space where they could be
themselves.

What makes Discord unique is its server-based architecture. Unlike the public streaming
and sharing model of TikTok or Instagram, Discord servers are invitation-only or private
communities shielded from general browsers. These servers can be small and intimate or
large with thousands of members. They offer structured discussions, real-time project
collaboration, or just casual chat.
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Avivid example from Slovakia is the emergence of local Discord servers dedicated to
environmental activism. Youth groups used these servers to organise clean-up days,
discuss climate policy proposals, and coordinate digital campaigns such as the hashtag
"EcoTok." In one case, a server called "GreenTalk Bratislava" served as a launchpad for a
regional youth sustainability summit in 2024, attended by local politicians and NGOs
(Palmer, 2025).

Discord's emphasis on voice communications and less algorithmic visibility also means
that young people often feel more in control and less distracted by endless scrolling. Yet,
challenges exist. Some servers became hotspots for inappropriate content or recruitment
into harmful groups, prompting calls for improved moderation and education on safe
server use (SedonaSky, 2023).

Snapchat: The Ephemeral Window into Youth Culture and Social Drama

Snapchat, launched in 2011, revolutionised social media by making content ephemeral.
Instead of posts visible forever, Snapchat introduced messages, photos, and videos that
disappear seconds after being viewed. This fleeting nature made Snapchat a favourite
among younger teens, creating a space for more intimate and authentic communication
free from permanent digital footprints.

For Slovak and European youth, Snapchat remains a popular private channel for
maintaining close friend groups, sharing moments spontaneously, and escaping the
pressure of exposure on more public platforms. The "Stories" feature, which aggregates
posts visible for 24 hours, also bridges private and semi-public sharing, blending
storytelling, humour, and real-time event reporting.

However, with ephemerality came unique risks. The platform's design made it attractive not
just for harmless fun but also for risky behaviours like sexting or sharing sensitive images,
sometimes without a complete understanding of consent or repercussions. Alarming cases
surfaced where criminal networks used Snapchat to lure or exploit teenagers, hidden
beneath the guise of disappearing messages (BBC, 2023; SedonaSky, 2023).

Atragic Slovak case that made headlines in 2025 illustrated these dangers: a teenager's
Snapchat messages were used as evidence in a criminal investigation into cyber
exploitation, sparking national conversations on digital safety education and parental
involvement. This underscored the need for balanced digital literacy - leveraging
Snapchat's creative potential while educating young users about privacy, consent, and
reporting mechanisms.

Yet Snapchat also innovates with positive features: its augmented reality (AR) filters
encourage creative self-expression;its "Snap Map" connects friends in real time, helping
teenagers feel less isolated; and its "Spotlight" feature brings TikTok-style virality into the
Snapchat environment. The app remains a vibrant part of youth culture, especially for
spontaneous and private social interaction.
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Summary and Interactive Reflection
Reddit offers deep-dive anonymity and community, but requires critical thinking to
navigate misinformation.

Discord builds intimate communities for friendship and activism, but it also highlights the
importance of moderation.

Snapchat provides ephemeral, private communication essential for youth connection, but
presents unique safety and privacy challenges.

Activities for Exploration:

Visit a chosen subreddit related to a hobby or social issue and report back on the type of
content and discussions you find. How is it different from TikTok or Instagram?

Create a mini Discord server with friends or classmates to organise a school event or
project. Discuss what made communication easier or more complicated in this space.
Reflect on the advantages and risks of ephemeral messaging like Snapchat. What rules
would you create for yourself and friends to stay safe and respectful?

3.4 The Other Stage - Twitch, Clubhouse, and Telegram in
Youth Social Lives

Twitch: The Live-Streaming Stage Where Fans and Creators Connect in Real-Time

If TikTok is the fast scroll, Twitch is the live theatre. Launched in 2011, Twitch began as a
gaming-focused platform where users could broadcast their gameplay in real-time and
interact with viewers via chat. What started as a niche corner for gamers quickly morphed
into a complex ecosystem that youth worldwide now use for entertainment, education,
creative expression, and community building.

The magic of Twitch is in its immediacy and interactivity. Unlike prerecorded content,
Twitch streams function like instant social events - viewers watch and chat live, influencing
streamers' actions, sharing jokes, and collaborating through loyalty points and rewards. For
many young people, Twitch is less about passive consumption and more about forming a
sense of belonging in the moment through shared rituals, memes, and crowd-driven
entertainment.

In Slovakia, as elsewhere, Twitch helped fuel a wave of local content creators who built
followings by mixing game streams with chat commentary, music sessions, or even virtual
study halls. One popular channel, "StudyWithMeSK" hosts online study groups where teens
and young adults work together silently or whisper, helping recreate a library feeling,
distant schooling stripped away. The streamer's chat becomes a space of accountability,
encouragement, and shared focus, demonstrating Twitch's potential beyond gaming
(Palmer, 2025).

However, Twitch also faces challenges. The public, live format makes moderation complex:

harmful language can spread rapidly, and young users have reported exposure to
inappropriate content or harassment. Twitch has invested in Al moderation tools and
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community activists to prevent abuse, while local groups in Slovakia promote "safe
streaming" workshops educating youth on respectful conduct (SedonaSky, 2023).

Clubhouse: The Audio-Only Wave of Conversation and Connection

Clubhouse burst onto the scene in 2020 as an audio-only social app where users drop into
virtual "rooms" to listen or speak on a wide variety of topics - from podcasts and book
clubs to political debates and behind-the-scenes celebrity interviews. For youth who grew
up navigating visual and textual overload, Clubhouse offers a refreshing, intimate
experience focused entirely on voice and presence, without the distractions of images or
video.

Though Clubhouse has seen slower growth in Slovakia than in Western markets, it has
nonetheless found enthusiastic pockets of young users who appreciate the platform's
egalitarian, spontaneous debate culture. College groups use it to organise study sessions;
activist circles discuss ongoing protests; multilingual conversations flourish, offering
language learners a live platform to practice skills and meet peers (Palmer, 2025).

Clubhouse's real-time audio format encourages vulnerability and authenticity. Participants
must listen actively and respond instantly, recreating the dynamics of a face-to-face chat.
This has led to rich, complex discussions that build empathy and knowledge. However,
some users also report feeling left out when conversations move too fast or skew towards
insider groups.

The platform's relatively open-access nature has raised concerns about privacy and
misinformation, prompting developers to introduce recording limits and transparent
moderation policies. Nonetheless, its unique format has prompted educators and youth
leaders to explore audio storytelling and debate formats for classroom and community
use, expanding digital literacy beyond screens (Hasan, 2024).

Telegram: The Versatile Messenger Serving Private and Group Communication

Telegram occupies a different niche. Launched in 2013 and popular in Central Europe, it is a
messaging app that combines privacy, encryption, and flexible communication options,
including private messages, large groups, channels, and bots. For many young people in
Slovakia and beyond, Telegram serves as a trusted hub for social coordination, sharing
educational resources, and even activism networking.

Unlike mainstream platforms optimised for public broadcasting, Telegram thrives in
creating semi-private and confidential communities. It is popular among students for
exchanging notes, for groups to organise protests or events, and for hobbyist channels
distributing digital art or fan fiction. The encrypted, secure environment appeals to youth
concerned with privacy in an increasingly surveilled world (Palmer, 2025).

Telegram's channel feature allows influencers, NGOs, and youth activists to broadcast

updates to thousands, facilitating grassroots mobilisation with a high degree of control
over content and audience. During the 2024 environmental protests in Slovakia, Telegram
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channels played a critical role in disseminating real-time information, consent protocols,
and media guidelines, circumventing censorship pressures (Palmer, 2025).

Yet, this privacy also renders Telegram a potential haven for toxic disinformation and
extremist groups, as authorities struggle to monitor private channels effectively. Educators
emphasise critical digital literacy, encouraging youth to verify source credibility and
recognise the limits of encrypted spaces in grappling with harmful content (Hasan, 2024).

Reflection and Activities

Join a Twitch stream or watch clips from "StudyWithMe" channels. How does live interaction
change the feeling compared to TikTok or Instagram videos?

Explore a Clubhouse conversation on a topic you care about. Notice how voice-only
communication affects your listening and participation.

Find a public Telegram channel related to your interests or activism. Reflect on the
differences in privacy, trust, and content control between this and more public platforms.

3.5 How Platforms Shape Misinformation and Misogyny

The Gendered Landscape of Online Disinformation

Social media platforms have revolutionised communication, activism, and community-
building. Yet, alongside these positives lies a darker reality - gendered disinformation. This
refers to false or manipulative content targeting individuals or groups based on their
gender, often designed to undermine, silence, or discredit women, LGBTQIA+ persons, and
activists. Unlike generic misinformation, gendered disinformation weaponises deep-rooted
sexism, stereotypes, and cultural biases, exploiting digital spaces to inflict real harm
(Gehrke, 2025).

Digital platforms do not merely host this content; their design and algorithms amplify it in
ways that disproportionately affect women and marginalised persons. This amplification,
sometimes labelled "algorithmic violence," is a structural form of harm embedded in how
content is recommended, monetised, and moderated across networks (EPLEU Committee,
2025). Understanding the gendered dynamics of misinformation requires a platform-by-
platform exploration.

TikTok: Creativity Meets Polarisation

TikTok's algorithm prioritises virality and emotional engagement, enabling the rapid spread
ofboth empowering and harmful content. Feminist creators and LGBTQIA+ advocates have
found a vibrant stage here, where underrepresented narratives can go global in minutes.
Campaigns like #MeToo and viral body positive movements gained momentum through
TikTok's reach (Pew Research Centre, 2023).

However, the same platform is also fertile ground for gendered disinformation. Videos
disparaging feminists or spreading "misandrist" conspiracy theories circulate alongside
fitspiration content promoting unrealistic body standards, a phenomenon that can
reinforce harmful gender stereotypes (Reddit Feminism community, 2024). Deepfake videos
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and fake "exposed" videos targeting female politicians and activists have emerged,
exploiting TikTok's remix culture (Roos, 2025).

Instagram: The Image of Perfection and the Weaponisation of Femininity

Instagram's visual-centric platform has been criticised for intensifying gendered pressures
on bodies and appearance, particularly for girls and young women. Algorithms reward
idealised, often unrealistic images, fostering environments where users aspire to narrow
beauty standards (EU Parliament, 2023).

Gendered misinformation on Instagram often manifests as "toxic femininity" trends, where
hostility between genders is amplified under the guise of feminist discourse. Public
comment sections frequently devolve into gender wars, with misogyny and misandry
fueling polarised online interactions (Reddit CMV, 2025). Bots and coordinated campaigns
spread pseudo-scientific claims designed to discredit women in positions of influence,
damaging public trust in female leaders and journalists (Roos, 2025).

Conversely, Instagram has been a powerful tool for positive campaigns, such as youth-led
environmental activism and feminist art movements, highlighting a complex duality in its
gendered content ecosystem.

Reddit: The Home of Extremes and Echo Chambers

Reddit houses thousands of communities with diverse perspectives, including feminist safe
spaces and harshly misogynistic "manosphere" subreddits. This platform's anonymity
encourages raw and unfiltered discourse, but also allows organised campaigns of
harassment and the spreading of gendered disinformation.

Research has documented Reddit as a breeding ground for far-right misogyny, conspiracy
theories, and anti-feminist rhetoric, often monetised and algorithmically amplified. Yet, it
remains a critical space for feminist intersectional activism and discussions on gender
justice, illustrating the broad spectrum of discourse possible on the same platform (Hasan,
2024; Reddit Feminism, 2024).

Discord and Telegram: Private Channels with Public Consequences

The privacy and encryption features of Discord and Telegram create safe havens for
marginalised groups and youth activists. However, they also enable the covert spread of
gendered disinformation and harassment.

Encrypted Telegram channels have been sites for sharing manipulated images, doxing of
female politicians, and coordinated smear campaigns. These private, hard-to-monitor
spaces pose significant challenges to content moderation and victim protection (Europarl,
2025). Similarly, Discord servers sometimes facilitate misogynistic communities or the
distribution of gendered hate content despite efforts toward moderation (SedonaSky, 2023).
The dual nature of privacy-driven platforms requires nuanced digital literacy interventions
that emphasise safety, verification skills, and community accountability.

Platform Policies and the Influence of Tech Power
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Social media platforms are not neutral spaces but systems shaped by corporate power,
policy decisions, and profit-driven algorithms. Their designs determine which voices are
amplified and which are silenced, influencing public discourse on gender and equality.
The moderation approaches of major platforms - such as Meta, X(formerly Twitter), and
TikTok - often prioritise engagement and free-speech narratives over user safety. When
moderation is loosened, gendered disinformation and harassment rise, disproportionately
targeting women and LGBTQIA+ users (Roos, 2025). These shifts reveal how platform
owners' ideological choices directly affect the prevalence of online gender harms.
Algorithms also shape visibility. Content that provokes emotional reactions tends to be
amplified, allowing sensationalist, polarising, or sexist material to spread faster than
balanced or educational posts. Meanwhile, feminist and equity-focused content can face
suppression or lower reach (EPLEU Committee, 2025). Such algorithmic biases reinforce
existing social stereotypes, a phenomenon described as algorithmic patriarchy.

Lastly, data-driven advertising further embeds gender inequality into digital systems.
Targeted marketing frequently reproduces traditional gender roles-showing technical job
ads to men and beauty products to women-illustrating how the commercial logic of
platforms intersects with cultural bias.

Addressing gendered disinformation thus requires more than removing harmful content. It
demands systemic accountability, transparent algorithms, fair moderation, and digital
literacy that helps users critically understand how tech power influences social norms.

Reflective Questions

In what ways can "algorithmic violence" be understood as a continuation of offline gender
biases?

How might your personal experiences on platforms like TikTok, Instagram, or Reddit reflect
patterns described in this chapter?

Should social media companies be held accountable for algorithmic amplification of
misogynistic content? Why or why not?

How do privacy-focused platforms like Discord and Telegram both protect and endanger
marginalised groups?

What role does profit play in how platforms handle or ignore gendered disinformation?

3.6 Conclusion: Navigating the Intersection of Gender,
Disinformation, and Digital Spaces

The platforms youth inhabit wield enormous influence in shaping digital culture and
political discourse, carrying both promises and perils regarding gender equality.

On one side, young creators and activists use TikTok, Instagram, Reddit, Discord, and
Telegram to amplify marginalised voices, mobilise for rights, and reshape narratives. On
the other hand, deeply embedded misogyny, algorithmic biases, and coordinated gendered
disinformation campaigns continue to threaten public participation, mental health, and
community safety.
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Building resilient digital environments requires comprehensive approaches: critical media
literacy grounded in gender awareness, transparent platform policies, inclusive content
moderation, and a broader societal commitment to challenging gendered stercotypes and
violence - both online and offline.

Youth, educators, policymakers, and platform developers must work in tandem to ensure
new media fulfil their democratic potential without becoming accelerators of gendered
harm.
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4. Media Literacy - Techniques for critical
thinking in the digital age

Written by Sara Mesa and Beatriz Mufioz, Jovesolides, 2025

4.1 Introduction to Media Literacy

Media literacy is a concept that has evolved significantly over the past decades. It initially
focused on the need to critically understand messages from traditional media, newspapers,
radio, and television, with a strong emphasis on reading advertising and entertainment
content critically.

With the expansion of the Internet and social media, however, this term now has a much
broader meaning. Today, it involves not only analysing messages but also accessing
information, evaluating it, producing content, and participating actively and ethically in
digital environments (Livingstone, 2004).

In today's context, marked by rapid digitalisation and the omnipresence of online
information, media literacy becomes an essential skill. News no longer comes only from
traditional outlets but also circulates widely on digital platforms, where verified content
coexists with rumours, fake news, and hate speech. Information overload and the difficulty
of distinguishing between facts, opinions, and manipulations make media literacy a basic
requirement for exercising critical, conscious citizenship.

The Furopean Union has identified media literacy as a fundamental strategic priority to
strengthen active citizenship and social cohesion in the digital era. Both the Audiovisual
Media Services Directive and recent digital education plans stress that Member States should
implement national policies promoting media literacy from early education to adult learning,
integrating it into curricula and continuous training programmes.

These initiatives aim not only to provide technical skills but also to develop critical, ethical,
and social skills that allow individuals to evaluate information responsibly and participate
consciously in the public sphere.

In this sense, media literacy is conceived as a 2lst-century civic right: just as literacy was
essential for democratic participation in the past, the ability to understand, analyse, and
manage digital communication is crucial today. This competence allows citizens to identify
reliable information against misinformation, recognise biases and media manipulation, and
exercise critical judgment that strengthens democracy and social resilience.

It also promotes more inclusive and equitable citizenship, enabling people to interact with

confidence and security in a complex digital environment where information flows rapidly in
multiple formats.
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In short, media literacy is a pillar for ensuring equal opportunities in the information society.
It empowers citizens to navigate complex media ecosystems, recognise attempts at
manipulation, and participate actively in public debate. More than an isolated skill, it is a
transversal and enduring competence that supports democratic cohesion and strengthens
social resilience against misinformation (Livingstone, 2004).

Next, we will move on to 4.2 Dimensions of Media Literacy, exploring the different dimensions
that make up media literacy: access, analysis, creation, and participation. This
comprehensive perspective will help readers understand media literacy not just as an
individual skill, but as a set of interrelated abilities essential for navigating the information
society critically and safely.

4.2 Dimensions of Media Literacy

Media literacy is not just about passively consuming information; it involves a set of
interrelated skills that allow people to understand, evaluate, and participate actively in the
communication environment.

These skills are organised into dimensions ranging from accessing information to creating
content and participating ethically online. Understanding these dimensions is essential in a
world where media and digital platforms play a central role in daily life, influencing public
opinion, education, and decision-making.

Breaking media literacy into dimensions shows how each contributes to forming individuals
capable of interacting with information critically and responsibly. It is not only about
protecting against misinformation but also fostering active and ethical participation that
reinforces democracy and social cohesion.

This chapter focuses on four key dimensions, access, analysis, creation, and participation,
that form the core of competent and aware digital citizenship.

Access: finding and using information across different media

The first dimension, access, refers to the ability to locate, select, and use information
effectively across different formats and platforms.

This skill is essential because digital information is dispersed across multiple channels,
including traditional media and news portals, social media, blogs, podcasts, and video
platforms. Accessing information properly requires knowing where to search and
understanding which sources are relevant and reliable in context (Livingstone, 2004).

Access goes beyond the technical ability to use search engines or digital tools; it also
requires strategy and critical judgment.
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For instance, when researching a current issue, a media-literate person compares
information across different outlets, checks publication dates, assesses the reputation of
cach source, and recognises possible bias or editorial agendas.

Apractical example could be searching for information about vaccines online: someone with
strong access skills will not rely on the first result on Google but will instead consult official
institutions (such as the World Health Organisation or national health ministries), review
scientific articles, and assess the reliability of what they encounter on social media.

In a diverse European context, where multiple languages and cultures coexist, the Access
dimension also includes the ability to navigate multilingual and multi-format information,
using translation tools, filters, and verification systems that help citizens access high-quality
details efficiently. This skill is key to reducing exposure to misinformation and promoting an
informed and engaged public.

Access, therefore, forms the foundation upon which all other media literacy dimensions are
built. Without the ability to locate and select trustworthy information, critical analysis,
responsible creation, and ethical participation become limited.

Developing effective access strategies is thus the first essential step toward becoming a
competent and resilient digital citizen in a complex information landscape.

Analysis: evaluating messages, formats, and sources

The analysis dimension focuses on the ability to critically examine information, evaluating
content, form, purpose, and reliability.

Analysis involves questioning messages, identifying intentions, and recognising elements
that may influence perception, such as tone, images, headlines, and rhetorical devices.

This skill is essential for distinguishing between facts and opinions, detecting bias, and
making informed decisions. For example, when reading a news article about an international
conflict, a media-literate individual does not simply accept the presented information.
Instead, they consider who published the article, its reputation, whether it cites credible
sources, whether it includes multiple perspectives, and how its language may provoke
specific emotions, such as fear, anger, or sympathy.

Through this process, analysis helps identify disinformation patterns, sensationalist
headlines, or cultural bias that may distort understanding.

Analysis also applies to multimodal content, such as videos, memes, or infographics. A viral
video on social media, for instance, may combine shocking visuals with dramatic music and
suggestive text; a critical reading requires evaluating each element and its communicative
intent.
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Analytical skills not only protect against manipulation but also enhance deeper
comprehension and promote a more mindful approach to media consumption.

Ultimately, analysis is the cornerstone of media literacy: it transforms access to information
into critical knowledge. Without this ability, digital citizens risk falling prey to propaganda,
disinformation, or one-sided narratives, weakening their capacity for informed and
responsible participation in public life.

Creation: producing responsible and verified content

The creation dimension involves moving from passive consumption to conscious, ethical
content production. Creating responsible content means cross-checking sources, verifying
data, and respecting copyright before sharing. It also requires reflecting on social impact:
how our posts affect others, what values they convey, and whether they contribute to a fair
and inclusive digital environment.

As Frau-Meigs (2021) points out, media literacy in the algorithmic age requires not only
technical skills but also a communication ethic grounded in truthfulness, empathy, and
collective responsibility.

Producing verified content not only improves the quality of public discourse but also
strengthens users' trust and combats disinformation through everyday practice.

In summary, media creation is not merely a technical competence but an act of digital
citizenship: it means using one's voice critically, respectfully, and constructively in Furope's

shared digital public space.

Table 1. Apractical guide for responsible digital content creation

Stage Key Questions Good Practices Practical Examples
VERIFY Is the information Cross-check with at Before posting about
I'm about to least two verified health, consult the
share reliable sources (trusted media, FEuropean Medicines

and up to date? official databases, EU Agency (EMA) data.
institutions, gender-
focused NGOs).
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ASSESS IMPACT Could this Avoid discriminatory Make sure a meme
content language or gender does not reinforce
negatively affect  clichés; check the stereotypes about
someone or emotional tone. women at work or
reinforce gender motherhood.
stereotypes?

CREATE WITH What is the aim Define a clear intention When discussing

PURPOSE of my message:to and use inclusive, media literacy
inform, raise accessible language. campaigns, highlight
awareness, or the inclusion of
educate? women and minorities

in education.

ATTRIBUTION AND Am Irespecting Use copyright-free When sharing

COPYRIGHT authorship and materials (Creative statistics on digital
citing sources Commons, institutional gender violence,
properly? image banks) and include the source

always mention data and publication date.
sources.

ETHICAL SHARING Am Iready to Encourage constructive If someone points out
engage in conversation, reply an incorrect fact

dialogue about
what [ publish?

respectfully, and
correct mistakes if
needed.

about women's
participation in tech,
update your post and
explain the verified
data.

Source: Author's elaboration
Participation: active citizenship and digital ethics

Finally, the participation dimension focuses on how young people can act as responsible
citizens in the digital environment,not only by consuming and creating information, but also
by engaging ethically and critically in online spaces. In today's Europe, where social media
and digital platforms are central to cultural, educational, and political exchange, digital
participation is a key tool for inclusion, democracy, and the promotion of social values such
as equality, respect, and diversity.

Ethical participation means engaging in debates, collaborating in collective projects, and
stereotypes, hate
misinformation. For example, a group of students could run a blog or a video channel

sharing verified information without reproducing speech, or

promoting educational content on gender equality, media literacy, or sustainability, ensuring
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that their data sources are reliable, their images reflect cultural and gender diversity, and
their tone fosters inclusion and reflection.

Participation also includes civic tech initiatives and digital campaigns across Europe, such
as youth forums, online consultations, and virtual volunteering platforms. These allow young
people to voice their opinions on community and European issues, promoting shared
responsibility and collective action. Aconcrete example is the European Youth Portal, where
young Europeans can access information, participate in discussions, and collaborate on
projects that make a difference in their communities.

Moreover, ethical digital citizenship involves understanding how algorithms and
personalised content shape the information we see. Young people should be aware that
platforms may prioritise certain opinions, amplify polarisation, or spread misinformation,
and they can counter these effects by sharing responsibly, verifying information, and
promoting peer education.

In essence, active digital participation not only strengthens civic competencies but also helps
build a more critical, inclusive, and resilient European community that is better equipped to
counter disinformation and discrimination. Promoting this dimension through media literacy
empowers young people to become agents of change, capable of shaping their digital
environments with awareness and integrity.

Practical examples:
e [launching social media campaigns on gender equality using verified data from
Eurostat or UN Women.
e Participating in online educational debates, questioning stereotypes, and sharing
trustworthy resources.
e Organising online workshops or webinars to teach peers how to identify fake news or
viral hoaxes.

4.3 The Importance of Critical Thinking in the Digital Age

In the digital age, being informed does not always mean truly understanding what is
happening. This is why critical thinking becomes an essential skill for anyone navigating
social media, websites, blogs, or video platforms. Critical thinking can be defined as the
ability to analyse, evaluate, and question information, separating facts from opinions,
identifying potential biases, and recognising when a source is trustworthy. Its core principles
include curiosity, reasonable doubt, logical coherence in analysis,and a willingness to revise
one's own ideas in light of new evidence.

Often, people confuse simply being informed with genuinely understanding a topic. Being
informed might mean just reading a headline, watching a viral video, or sharing an article
without pausing to consider whether the information is accurate or complete.
Understanding, however, requires digging deeper into the content, checking the reliability of
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sources, connecting data to the broader context, and reflecting on the possible
consequences of the information.

For example, reading a news article about the gender pay gap is not enough; critical thinking
allows one to analyse the source, compare the data with official statistics, understand the
factors behind the information, and recognise whether the message manipulates emotions
or reinforces stereotypes.

Critical thinking also acts as an antidote to misinformation. Fake news, viral rumours, and
misleading messages often appeal to strong emotions or present data out of context. A
person with well-developed critical thinking skills does not react automatically to what they
see or read;instead, they ask, "Who published this?" Why? What evidence supports it? Before
sharing or accepting content as accurate, these questions help prevent the spread of
misinformation.

For instance, before forwarding a meme about a social issue, a critical student will check
whether the source is reliable, whether verifiable data exists,and whether the message could
reinforce prejudice or misunderstandings.

In short, developing critical thinking enables individuals to become more conscious
consumers and creators of information, capable of questioning, reflecting, and acting
ethically in a digital environment saturated with data, opinions, and diverse content. It is not
just about avoiding misinformation; it is about participating responsibly and making
informed choices in the digital world.

Table 2. Critical Thinking Checklist for Young People: Gender and Media Literacy
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Question

‘Who is publishing
this?

Is it information
or opinion?

Is there evidence?

Is it recent and
relevant?

Could it reinforce
stereotypes or
prejudice?

Is it worth
sharing?

‘What to Look For / Do

Identify the source:is it a
reliable media outlet, a
gender-focused NGO, a
researcher, or an unknown
person?

Distinguish verifiable facts
from interpretations or
sensational claims.

Look for data, studies, or
references supporting the
information.

Check the publication date

and whether the data are still

valid.

Assess whether the content
reproduces harmful gender
roles or false ideas about
minorities.

Ask yourselfif it adds
educational value or

encourages critical thinking.

Practical Example

Astatistic on digital gender-based
violence published by UN Women is
more reliable than a viral Facebook
post with no author.

“25% of young women have received
abusive messages on social media”
is a fact; “social media only makes

women’s lives worse” is an opinion.

Before sharing a meme about the
gender pay gap, check whether an
official study or an EU report
confirms it.

A2010 article on women's access to
technology may no longer reflect
the current situation in Europe.

Avoid memes that mock women in
STEM or exaggerate gender
differences in abilities.

Before forwarding a sensationalist
article about feminism, verify if it
really provides useful and well-
documented information.

Source: Author's elaboration based on the "Critica" project by Jovesolides

44 Techniques and Strategies for Critical Thinking

As mentioned earlier, one of the foundations of critical thinking is asking key questions

before consuming or sharing information. Knowing who published a message, what their

intention is, and which source supports the information allows you to assess the reliability

ofanyonline content quickly. These questions not only help filter out false or biased content

but also encourage reflection before acting, whether sharing, commenting, or making

decisions based on the information.
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For example, when reading a post about the gender pay gap, a critical reader does not simply
accept the figure. They ask: Who is publishing this? Is it a recognised media outlet, a
European institution, or an anonymous user? What is the purpose of the message: to inform,
raise awareness, sell a product, or spark debate? Is the source reliable, and does it provide
verifiable evidence? This brief preliminary analysis helps detect misinformation and
manipulated news, forming the first line of defence against viral hoaxes circulating on social
media.

Expanding this approach, asking key questions also helps contextualise information. For
instance, an alarming headline about digital violence against women might be generally
accurate, but does it refer to a specific country or all of Europe? Is the statistic up to date?

These questions guide the reader toward a more complete and critical understanding of the
content, preventing hasty conclusions or misinterpretations.

In short, integrating these key questions into daily digital routines helps people, especially
young users, develop more conscious information-consumption habits, laying the
groundwork for applying basic verification techniques and more advanced cognitive
strategies, which we will cover in the following sections.

Basic Verification Techniques

Once the key questions about the information we consume are asked, the next step is to
applybasic verification techniques. These tools ensure that content is reliable before sharing
it or making decisions based on it. Two essential methods are triangulation and data
corroboration.

Triangulation consists of comparing the same information across multiple independent
sources. For example, if a viral video claims that "60% of young Furopeans do not trust the
media," this can be checked by looking for data from official organisations such as Eurostat,
European Commission reports, or recognised media outlets. If multiple reliable sources
agree, the information is more likely to be accurate;if the data differ significantly, caution is
needed, and further evidence should be sought.

Data corroboration involves verifying specific facts in a news story or social media post. This
includes verifying numbers, dates, quotes, and the names of people or institutions
mentioned. For instance, a post about gender-based violence might consist of a striking
statistic; corroborating it means checking the original report from UN Women or the
academic study that supports the figure, rather than relying solely on the summary
circulating online.

Applying these techniques not only protects against fake news and misinformation but also

helps to analyse any message more critically, even when it comes from seemingly
trustworthy sources.
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In the European context, these skills are crucial for responsible participation in digital
discussions and for preventing the spread of rumours or false data.

As McGrew, Ortega, Breakstone and Wineburg (2018) point out, teaching people to triangulate
information and verify facts is among the most effective strategies for strengthening media
literacy and combating misinformation in digital spaces.

Cognitive Strategies: Recognising Biases
A central part of critical thinking is learning to recognise bias, both in the information we
receive and in our own perceptions.

Everyone has pre-existing ideas, preferences or beliefs that can influence how we interpret
messages. Recognising these allows for a more objective evaluation ofinformation and leads
to better decision-making.

For example, an article on gender equality might present statistics that confirm our existing
beliefs. If we do not question our tendency to accept only information that aligns with our
perspective, we risk reinforcing confirmation bias. An effective strategy is to ask: "Am I
accepting this information because it's true, or because it confirms what [ already believe?"
It is also helpful to seek opposing viewpoints or data to balance our perspective and avoid
partial conclusions.

Another cognitive strategy is learning to detect bias in the message itself, such as
exaggerated emotions, clickbait headlines or selective use of data. For instance, a viral
meme about women in tech may highlight only one extreme example, creating a distorted
impression. Analysing these elements helps avoid emotional manipulation and encourages
a calm, reasoned interpretation of information.

These strategies promote deeper media literacy, enabling responsible participation in online
discussions, avoiding the spread of false information, and contributing to a more reflective
and ethical digital environment.

Distinguishing Facts, Opinions, and Emotions

A key skill in critical thinking is recognising the difference between facts, opinions, and
emotions. This distinction allows for objective analysis of information and prevents
sensationalist or biased messages from influencing interpretation.

e Facts: verifiable data, such as figures, statistics, dates, or specific events. For example,
"According to Eurostat, in 2022, 32% of European women worked in technology
sectors" is a fact because official sources can confirm it.

e Opinions: judgments, interpretations, or personal viewpoints about a topic. For
example, "Women are not interested enough in technology" is an opinion, as it
reflects a judgment that cannot be objectively verified.
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e Fmotions: Affective reactions that messages can provoke, such as fear, outrage or
surprise. Example: an alarming headline about digital gender violence that
exaggerates data to provoke outrage appeals more to emotion than to evidence.

Understanding these differences is especially important when dealing with viral news or
memes, which often mix facts, opinions, and emotions in a single message. This distinction
enables users to evaluate information more accurately, apply verification methods, and
detect bias, as discussed in the previous section on cognitive strategies.

Moreover, the ability to separate facts from opinions and emotions strengthens media
literacy and ethical information use. It helps determine which parts of a message constitute
solid evidence and which require more critical analysis, thereby preventing the spread of
misinformation.

In summary, this skill acts as an extra filter for critical thinking: by recognising facts, opinions

and emotions, users can interpret information responsibly, reinforce verification habits and
contribute to a more thoughtful and safe digital environment.

4.5 Practical Skills in Media Literacy
This section aims to provide practical tools to navigate the digital environment safely.

Beyond theory, these skills help identify misleading content, evaluate sources, recognise
manipulations, and use digital verification tools effectively.

Such abilities are essential for responsible digital citizenship, particularly in Europe, where
information sources are diverse and overloaded, requiring constant critical consumption.

1. Identifying Misleading Headlines and Clickbait

Sensationalist headlines aim to grab attention and generate clicks, but often distort reality.
Detecting them is key to avoiding the spread of misinformation.

‘What to do: read beyond the headline, analyse the full content, and check whether the data
presented aligns with other sources.

Practical example: a headline like "All women leave technology!" may exaggerate a real
situation. Check official statistics and reliable articles before sharing.

Good practice: In Jovesodlides'Jovesolides' Critica project, participants learn to spot
sensationalist messages on social media and digital news, developing the ability to critically

analyse information before interacting with it.

2.Recognising Visual and Audio Manipulation
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Images and videos are powerful tools that can be edited or taken out of context. Recognising
visual or audio manipulation helps avoid misinterpretation or emotional manipulation.

‘What to do: look for suspicious elements, check for inconsistencies, and verify whether the
content has been reused or modified.

Practical example: a meme about gender violence that combines shocking images with real
statistics may provoke fear or outrage. Using reverse image search tools can verify whether
images were used before and in what context.

Good practice: Jovesolides'Jovesolides' Coco project teaches how to recognise hate content
and digital manipulation, providing tools to analyse images, videos, and audio online

critically.

3. BEvaluating the Credibility of an Online Source

Not all information on the Internet has the same quality or reliability. Evaluating authorship,
reputation, and traceability is essential for responsible consumption.

‘What to do: ask who is publishing the information, whether the source is recognised, if
verifiable references exist, and if the content can be traced to its origin.

Practical example: before sharing an article on pay equality, check whether it comes from
official sources such as Furostat, Furopean Commission reports, or respected media outlets.

Sites without explicit references should be approached with caution.

4. Basic Digital Verification Tools

Using digital tools makes it easier to check the authenticity and context of content:

e Reverse image search: Google Images or TinEye, for example, helps detect
manipulated or out-of-context photos.

e Date verification: confirm that information is current to avoid spreading outdated
data.

e Metadata analysis: review hidden data in digital files, including authorship, location,
and potential modifications.

Practical example: verify a chart on digital violence by consulting the source, checking the
date and author before sharing.

Integrating these techniques enables individuals to act responsibly, ethically, and safely in

digital spaces, detect misinformation before it goes viral, and promote conscious, critical
consumption.
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The Critica and Coco projects are examples of how these skills can be applied in practice,
combining content analysis, source verification, and detection of hate or manipulated
messages.

Reflective Questions
e How do emotions influence the way you interpret online content? Reflect on how
specific images, videos or words make you react, and how that emotional response
can affect your judgment.
e (an you recognise an example of gender-based disinformation you have seen
recently? How was it presented, and why do you think it was effective or misleading?
e What role do you think young citizens should play in promoting ethical digital
communication? Consider how small actions, such as correcting false data, using
inclusive language, or verifying visuals, can contribute to a healthier digital
environment.
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5. Identifying disinformation patterns

Written by Aleksandra Radevska and Natasha Dokovska, Journalists for Human Rights (JHR),
2025

5.1. Introduction to Disinformation Patterns

Propaganda, rumour, manipulation, and fake news in public communication are well-
known terms for the typical information consumer. But analysing the information disorder
and how disinformation operates not as isolated falsehoods, but as structured, recurring
patterns designed to manipulate perception and behaviour is a more detailed task. It
connects the technical, social, and gendered dimensions of disinformation, showing how
these patterns exploit both cognitive biases and digital infrastructures.

The goal in this chapter is to move from recognising disinformation to understanding its
design and how stories are built, repeated, and amplified across networks. The focus on
gendered disinformation highlights how women, girls, and marginalised groups are
disproportionately targeted through narratives that draw on sexism, fear, and moral
outrage.

Throughout the chapter, be encouraged not only to identify patterns but to question their
underlying power structures: Who benefits from these narratives? How are identities and
emotions used to manipulate? And how might civic and media literacy challenge these
dynamics? We live in a world where information is instant and abundant. This constant
flow of posts, stories, and videos shapes your identity, beliefs, and opportunities. Because
of this, learning how to handle information is not optional; it is a form of digital self-
defence.

5.2. Information Disorder - Defining the Landscape

We live in an age where information is instant, abundant, and emotionally charged. Every
scroll, click, and share can shape how we see the world, and how the world sees us. Yet
not all the content that flows through our feeds is accurate or even meant to inform. Much
of'it is designed to persuade, provoke, or manipulate. This is what scholars call information
disorder, a term that captures the many ways in which information can mislead, distort, or
harm.

When analysing information disorder, it is necessary to distinguish between
misinformation, disinformation, and malinformation:

* Misinformation: false or inaccurate information shared without intent to deceive (Wardle
& Derakhshan, 2017), often spread because individuals believe it to be true or find it
emotionally resonant, "because it aligns with their pre-existing beliefs."
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(Lewandowsky, Ecker, & Cook, 2017). For example, rumours, outdated facts, or wrongly
interpreted data.

* Disinformation: False or misleading information deliberately produced and circulated to
deceive, manipulate, or advance a strategic goal, often for political, financial, or ideological
gain. "Disinformation operates as a strategic instrument of influence, deliberately
manipulating facts, emotions, and identities to achieve political or psychological effects."
(Baines & Jones 2020).

* Malinformation: Genuine information shared out of context or with malicious intent to
cause harm, like private messages leaked to shame or silence someone. "The strategic
leaking of authentic but private materials illustrates how malinformation can undermine
trust and damage democratic discourse." (Bradshaw & Howard, 2019).

These categories matter because they shape how we respond. We can correct
misinformation with facts, but disinformation requires exposure, accountability, and critical
awareness. Malinformation, meanwhile, challenges us to think ethically about privacy,
harm, and responsibility.

While "fake news" remains a popular term, it oversimplifies complex dynamics. Political
actors have weaponised it to discredit journalism. (Tandoc, Lim, & Ling, 2018). Scholars now
reject it in favour of more precise concepts that focus on intent, orchestration, and harm.
Together, these categories reveal that not all harmful content online is "fake." Sometimes,
the most damaging narratives are half-truths or real stories told for the wrong reasons.
Recognising the difference empowers young people to protect themselves and others from
manipulation.

Getting familiar with information disorder helps them make informed choices without
being manipulated by hidden agendas, recognise emotional design, how outrage, fear, or
humour are used to trigger engagement and distort judgment, spot manipulation early,
identifying recurring patterns and tactics before they go viral, and support digital
citizenship, promoting transparency, empathy, and accountability in online communities.

Learning to navigate this landscape means more than spotting "fake news." It's about
building resilience: understanding how information flows, how it can be distorted, and how
to keep your critical mind active in a world that constantly competes for your attention. In
short, information literacy is empowerment, a skill that lets young people shape the digital
future rather than be shaped by it.

Developing critical digital literacy

Social media platforms play a central role in the debate over fake news. Platforms like
Facebook, X(Twitter), TikTok, and YouTube have become the main arenas for news
consumption, yet their algorithms prioritise engagement over accuracy.

These systems reward content that evokes strong emotions, outrage, fear, and identity
affirmation, thereby amplifying polarising and misleading content. Research on "echo
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chambers" (Pariser, 2011) and "filter bubbles" (Sunstein, 2018) shows how algorithmic
curation can reinforce pre-existing biases and isolate users from diverse viewpoints.
Consequently, the debate over fake news is inseparable from questions of platform
responsibility, data ethics, and democratic oversight. Should private companies regulate
truth? Who decides what counts as harmful or false? The struggle between freedom of
expression and accountability remains unresolved, reflecting deeper tensions between
technological innovation and public interest.

Although much of the discourse originates in Western democracies, the fake news
phenomenon manifests differently across global contexts. In authoritarian settings,
accusations of fake news often serve as tools for repression. In post-conflict or ethnically
divided societies, misinformation can inflame existing tensions. In developing media
markets, limited journalistic infrastructure and digital literacy make communities more
vulnerable to manipulation.

In the Balkan region, for instance, disinformation is often intertwined with nationalist
narratives, corruption, and foreign influence. These dynamics illustrate how the fake news
crisis is not only about information quality but also about democratic resilience and social
cohesion.

Given its politicisation, many researchers advocate abandoning the term "fake news"
altogether. Instead, they propose frameworks such as information disorder (Wardle &
Derakhshan, 2017) or networked propaganda (Benkler, Faris & Roberts, 2018). These models
emphasise: the ecosystemic nature of disinformation;the role of social and technological
infrastructures; the motivations and emotional mechanisms behind sharing falsehoods.

This shift moves the discussion from what is fake to why false information thrives,
exploring the human, structural, and cultural dimensions of belief and persuasion.

This debate is particularly relevant for young people, digital natives, navigating the most
complex information environment in history, one where social validation often substitutes
for credibility and algorithms shape perceptions of reality.

Becoming informed citizens now requires more than distinguishing true from false; it
involves understanding how information operates as power, who creates it, who benefits
from it, and how it affects civic participation, gender equality, and social trust.

Developing critical digital literacy is, therefore, essential not only for protecting oneself
from manipulation but for actively participating in shaping democratic discourse

5.3. Disinformation Patterns and How to Recognise Them

Disinformation is not random or chaotic; it follows recognisable patterns of design,
dissemination, and emotional appeal. These patterns reveal how disinformation functions
not only to mislead but to reshape public perception, polarise societies, and erode trust in
democratic institutions. It is effective not so much because of the false facts but more
because it strategically manipulates truth, context, and emotion.
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Understanding these recurring patterns helps us move from individual fact-checking to
systemic detection, recognising how disinformation operates across platforms and
audiences.

Fabrication and false attribution are pattern that involves the creation of entirely false
information, often presented as coming from a credible or official source. Fabricated

stories mimic journalistic conventions (logos, bylines, formatting) to simulate legitimacy.
Signs to be recognised include unfamiliar or suspicious domain names (e.g., ".co" instead of
"com"), a lack of verifiable author information or contact details, and claims attributed to
institutions or experts that do not exist. Such patterns rely on surface credibility; they look
real before they are read critically.

Manipulation of genuine content occurs when authentic photos, videos, or documents are
altered, selectively edited, or taken out of context to change their meaning, resulting in
"malinformation" that blurs the boundary between truth and deception and makes
detection more difficult. Signs to be recognised include image or video inconsistencies
(lighting, cropping, background changes), mismatched timestamps or geographic settings,
and headlines that contradict the body text or caption. Tools like reverse image search or
metadata analysis often reveal when a visual has been repurposed or reframed to serve a
new, misleading narrative.

Disinformation spreads through repetition across multiple accounts and channels, a
process that creates the illusion of consensus. Coordinated networks (including bots or
troll farms) amplify certain narratives until they dominate public discourse. Signs to be
recognised are dozens of accounts sharing identical text within minutes, sudden spikes in
engagement or trending hashtags without organic buildup, or links repeatedly shared by
the same cluster of actors across different platforms. This pattern reflects the logic of
networked propaganda (Benkler, Faris & Roberts, 2018), where visibility equals legitimacy.

As disinformation relies heavily on emotional arousal, fear, anger, pride, or outrage, to
prompt rapid engagement and sharing, content framed as a moral conflict ("us vs. them,"
"good vs. evil") bypasses analytical reasoning. Signs to be recognised are overuse of
emotionally charged language ("shocking," "horrific," "traitors," "destroying our country"),
simplistic explanations for complex issues or appeals to identity ("real patriots," "true
believers," "protect our children"). Emotionally manipulative framing signals that a
message's goal is not to inform but to mobilise sentiment.

Conspiratorial and polarising narratives are a pattern involving constructing a coherent
worldview that explains complex realities through hidden plots or malevolent actors.
Conspiracy narratives transform uncertainty into certainty and scepticism into belonging. It
can be recognised through claims of secret knowledge or hidden truth ("what the media
won't tell you"), a precise enemy figure or scapegoat (e.g., minorities, elites, global
institutions) or dismissal of all contradicting evidence as part of the "cover-up." These
narratives thrive in environments of low institutional trust, providing emotional clarity at
the cost of factual accuracy.
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Disinformation frequently involves reusing old or unrelated content to fit new events. This
can include photos from previous disasters or videos from different countries. It can be
recognised by images or videos that do not match current weather, architecture, or local
details; content circulating immediately after breaking news events (before verified reports
appear); or content with no credible timestamps or source links. Temporal manipulation
works because people tend to assume visual evidence is recent and trustworthy.

Fake experts or selectively cited data to appear evidence-based is also something
disinformation campaigns often rely on. This pseudo-authority appeals to those seeking
rational justification for pre-existing beliefs. Recognition signs are experts or organisations
that lack traceable academic or institutional credentials, misuse statistics (percentages
without sample sizes or context), or reference "studies" that cannot be located or verified.
This pattern exploits the appearance of scientific credibility while disregarding its actual
standards of rigour.

Beyond the content itself, disinformation can be recognised through its psychological and
cultural cues. It aligns with what people want to believe and how they identify socially.
Cognitive markers are confirmation bias - the tendency to accept information that supports
one's worldview, availability bias - emotionally vivid stories feel more "true.", and social
validation - repetition and likes create perceived credibility. Cultural markers are narratives
that reinforce national, ethnic, or gendered hierarchies; language that evokes nostalgia for
a lost past or a moral order; and binary framings that deny nuance ("heroes vs. traitors,"
"truth vs. lies").

Recognising these cues requires media literacy combined with self-awareness,
understanding not only how we consume media but also why specific messages feel
persuasive.

Detection Strategies: Your Digital Self-Defence Kit

As we analyse the patterns which disinformation follows, with the intent to reshape public
perception, polarise societies, and erode trust in democratic institutions, while using false
facts to manipulate truth, context, and emotion strategically, we see there is a need to
move from individual fact-checking to systemic detection, recognising how disinformation
operates across platforms and audiences. It can be accomplished through effective
detection strategies, though they also have limitations.

Detection falls into two domains: content-based approaches, which include analysing
textual or stylistic markers (Shu et al., 2017) and source credibility, drawing on curated lists
of low-quality domains maintained by fact-checkers and journalists (Lazer et al., 2018), and
context-based approaches that examine diffusion patterns, bot activity, and coordinated
behaviour (Ferrara et al., 2016).

Each method has limits. Content-based systems can miss subtle manipulations, while
context-based approaches often lack the metadata needed to establish intent. Ethical
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concerns also arise when automated moderation risks silencing marginalised voices
(Gorwa, Binns, & Katzenbach, 2020).

Toward Pattern Recognition as Civic Literacy

Disinformation thrives where citizens lack trust, context, or critical skills. Detecting it is not
a matter of paranoia but of pattern literacy, recognising recurring manipulative forms
across issues and contexts.

When individuals learn to identify these patterns, the repetition, emotional charge, false
context, and pseudo-expertise, they become less reactive and more reflective. This
capacity for pattern recognition is central to democratic resilience: it helps communities
resist manipulation and sustain a shared space ofreasoned debate.

The detection of disinformation has evolved from simple fact verification to ecosystem
analysis. In the early 2010s, journalists and researchers primarily focused on verifying
individual claims, the content of disinformation. Today, the field recognises that
falsehoods are embedded in networked systems of production and circulation (Starbird,
2019; Benkler et al., 2018).

Modern detection, therefore, operates at multiple levels:
e Micro-level: individual posts, visuals, or claims;
e Meso-level: coordinated networks, influencers, or campaigns;
e Macro-level: long-term narrative ecosystems and information operations.

This shift reframes detection as a process of pattern recognition, network mapping, and
intent assessment, rather than merely identifying "fake" versus "true."

Detection is not just about catching lies; it's about strengthening your critical mind. Here
are the key skills (known as essential digital literacy) you need:

1. Slow Down Your Thinking

Disinformation relies on fast reactions. Before you click "Like" or "Share," pause and ask
yourself: Does this message make me feel very angry or very proud? (If yes, slow down!)
Who benefits from my believing this narrative? What action or emotion is it trying to
provoke?

2. Read lLaterally, Not Down

Instead of focusing solely on the article or post you are reading (reading down the page),
professional fact-checkers open new tabs and verify the source across the web (reading
laterally). Action: If a claim comes from "The Institute for Truth," open a new tab and search
for the Institute. Check its credentials, affiliations, and funding before trusting its claim.

3. Verify the Visuals

Photos and videos are easily manipulated. Action: Use a reverse image search (like Google
Lens or TinEye) to see if the photo or video has been used before with a different caption.
Look for earlier versions; they reveal whether the image is being repurposed.

4. Check the System Context
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Look beyond the content and analyse how it is spreading. Action: Compare the claim across
multiple independent, reputable outlets. If only one suspicious source is reporting a
significant incident, treat it with high scepticism. Check if the information is being amplified
in an inorganic, coordinated way, suggesting manipulation rather than natural sharing.
Action: Use Botometer, Hoaxy, Graphika, Gephi, and CrowdTangle to map and visualise
content flows. Temporal clustering and language pattern analysis reveal automation or
orchestration. These methods shift detection from identifying lies to identifying the
architecture of amplification.

5. Use Linguistic and Semantic Detection

Look for identifiable linguistic signatures that disinformation often has. Natural language
processing (NLP) research identifies stylistic and semantic cues associated with
manipulative intent. Fake or misleading news tends to use: high emotional valence (anger,

"non

fear, disgust); frequent superlatives ("amazing," "unbelievable"); imperatives ("share this
now," "don't trust them"); simplified causal language ("Xcauses Y"). Disinformation relies on
narrative coherence, offering simple, emotionally satisfying explanations for complex
issues. Action: Focus on narrative tropes: heroes vs. villains, victims vs. aggressors, "the
system vs. the people." Recognising these recurring frames helps anticipate new waves of
similar manipulation. Example: "They don't want you to know the truth", a classic
disinformation frame invoking secrecy and betrayal.

6. Use Cross-Platform and Temporal Detection

Disinformation rarely stays within one platform. It flows across ecosystems, Facebook,
TikTok, Telegram, and YouTube, adapting its form to each audience. Thus, detection
requires cross-platform triangulation and timeline analysis. Tracing where and when a
narrative first appeared helps distinguish organic discussion from strategic injection.

Chronological mapping often reveals that viral misinformation was seeded days earlier on
fringe forums before reaching mainstream social media. Coordinated spikes in engagement
, especially at non-local hours , suggest automated amplification. Plotting volume over
time can expose orchestrated virality distinct from natural diffusion.

Collaborative and Institutional Detection Strategies

No single actor can address the complexity of disinformation. Detection requires multi-
level collaboration among journalists, researchers, platforms, and civil society.
Organisations such as IFCN, EUvsDisinfo, and Bellingcat combine crowdsourced intelligence
with expert analysis. Collaborative verification accelerates detection through distributed
expertise, local knowledge, linguistic diversity, and specialised technical skills.

Recent initiatives (e.g., Meta's Ad Library, X Twitter's Community Notes) allow partial public
oversight of content promotion. However, limited data access remains a significant
obstacle; detection at scale depends on platform openness and ethical data sharing.
Detection is most sustainable when embedded in public literacy. "Prebunking", exposing
people to weakened versions of misinformation before they encounter it, builds
psychological immunity (Roozenbeek & van der Linden, 2019). Interactive games like Bad
News and Go Viral! Demonstrate that awareness of manipulation techniques improves
future detection accuracy.
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Limitations and Ethical Considerations
Even though new tools are getting better at spotting false information, there are still some
significant challenges to keep in mind:

e It's all about context: What's seen as "disinformation" in one country might be seen
as opinion or humour in another. Culture and politics really shape what counts as
"false."

e Biased tech: Altools can sometimes get it wrong, flagging jokes, memes, or minority
voices as "fake," while missing real problems.

e Too much transparency? If platforms share exactly how their detection systems
work, bad actors can learn to trick them.

e Info overload: Seeing too many fact-checks and warnings can make people tune out
completely, or think everything is fake.

That's why it's essential to strike a balance: use solid, evidence-based methods, while also
staying aware of context, intent, and people's rights to express themselves and access
information.

Detection as a Civic Skill
Spotting disinformation isn't just about using innovative tools;it's a democratic life skill.
To really detect and resist false information, we need to be able to:
e Think critically about the sources of our information.
e Recognise manipulation, who's trying to shape our opinions and why;
e See the power behind messages, and how influence can make something look like
"the truth."

In this sense, disinformation detection isn't just personal, it's collective resilience. It's
about helping our communities stay informed, discuss openly, and make decisions based
on facts, even when the information space feels chaotic. As Benkler and colleagues (2018)
remind us: "The goal is not just to eliminate falsehoods, but to strengthen the knowledge
foundations of democracy."

Reflection Activity

When it comes to fighting disinformation, there are no easy answers, just a lot of tricky
trade-offs. Should detection tools focus on speed, flagging content the moment it appears
(even if that means some posts get unfairly removed)? Or should they focus on accuracy
and transparency, even if that means harmful falsehoods might stay online longer? From a
gender perspective, the challenge gets even more complex. If detection systems ignore
intersectionality, the way gender, race, language, and culture overlap, they can actually
make things worse. That's why we need a "both-and" approach, not choosing between tech
and people, or speed and care, but combining them. Use both content and context analysis
to understand not just what is said, but why and how it spreads. Balance freedom of
expression with the need to protect people from harm and hate. Pair technical tools with
civic education so that young people can think critically, question sources, and build online
spaces that are fair, inclusive, and informed.
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5.3: Key Actors Behind Disinformation

Political Drivers
Political science and communication research highlight that states and political elites use

disinformation as a tool of power projection (Howard et al., 2018; Giles, 2016).
Disinformation functions both externally (through geopolitical influence) and internally (to
manage domestic legitimacy). Theories of propaganda, from Cold War covert
communication to "computational propaganda" (Bradshaw & Howard, 2019), show how
states adapt old techniques to digital infrastructures.

Political elites and state actors deploy disinformation to control narratives, delegitimise
opponents, and sustain authority. Externally, states use disinformation for geopolitical
projection, to weaken rivals, influence elections, or spread ideological influence abroad. For
example, Russian disinformation networks targeting Western Balkans media (Serbia,
Montenegro, North Macedonia) spread narratives aligned with Kremlin interests, anti-EU
sentiment, vaccine scepticism, and traditionalist gender norms. This extends the
"information warfare" logic outlined by Giles (2016) and Howard et al. (2018).

Internally, ruling parties or leaders deploy disinformation to manufacture legitimacy or
discredit dissent. For example, in North Macedonia before 2017, partisan portals circulated
stories glorifying government projects while labelling opposition or journalists as "foreign
agents." These campaigns blurred the line between state PR and propaganda.

Computational propaganda (Bradshaw & Howard, 2019) modernises Cold War—style
narrative control through digital means, bots, troll farms, and algorithmic amplification,
allowing power to be exercised through visibility manipulation rather than censorship.

Looking into the gender dimension, female politicians, journalists, and activists often face
hybrid disinformation: both political (to silence criticism) and gendered (to discredit
through misogyny). For example, in Serbia and Bosnia, women journalists critical of
nationalist or clerical power structures were attacked as "immoral" or "foreign-funded,"
blending political defamation with patriarchal tropes.

Financial Drivers

The disinformation economy is not sustained only by ideology; it's profitable (Silverman &
Alexander, 2016; Hughes & Waismel-Manor, 2021). Concepts like the "attention economy"
explain why sensationalism and controversy thrive on ad-driven platforms, and economic
theories of "clickbait capitalism" situate disinformation within broader structural incentives
created by global advertising markets.

The "attention economy" rewards content that triggers emotional engagement, outrage,

fear, or moral disgust. Algorithms prioritise velocity over veracity. For example, clickbait
portals in the Western Balkans (e.g., Macedonian "fake news farms" during the 2016 U.S.
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election) generated thousands of euros in ad revenue by producing sensationalist
headlines about Hillary Clinton or migrants.

"Clickbait capitalism" (Hughes & Waismel-Manor, 2021) frames this as an economic
structure: disinformation is a rational market behaviour within ad-driven ecosystems.
Publishers optimise content for virality because digital ads pay per view, not per truth.
Major platforms benefit indirectly: every viral post, even false or toxic, increases
engagement metrics and thus advertising revenue. Platform affordances (autoplay,
recommendations, trending lists) monetise outrage and reward polarisation. Gendered and
sensational stories ("female politician's scandal," "immoral influencer," etc.) generate high
engagement. Misogynistic clickbait performs better because it exploits emotional and
moral reactions, shame, envy, disgust, and converts sexism into profit.

Ideological Drivers

Sociological and psychological models show how ideological worldviews — nationalism,
extremism, conspiracy thinking — fuel the production and spread of disinformation (Fielitz
& Marcks, 2019; Argentino, 2020). Cognitive frameworks such as belief perseverance and
motivated reasoning explain why conspiracy communities resist factual correction
(Pennycook & Rand, 2019).

Disinformation thrives where ideology and identity are emotionally charged.
Nationalism and populism frame truth as partisan, "our truth" versus "their lies." For
example, Balkan populist leaders often equate critical journalism or feminist movements
with "Western agendas," merging anti-globalist and anti-gender rhetoric.

Conspiracy worldviews provide simple explanations for complex social change ("global
elites control everything"). According to Ficlitz & Marcks (2019), these movements sustain
alternative epistemic communities that reject institutional truth.

Psychological mechanisms such as motivated reasoning and belief perseverance
(Pennycook & Rand, 2019) show how people selectively accept information that confirms
their identity and dismiss contradictory facts. Once individuals integrate a belief into their
group identity, correction feels like betrayal.

Moral panic dynamics, around migration, feminism, or LGBTQ+ rights, turn ideological
disinformation into a tool for cultural control. For example, in 2019-2021, "anti-gender"
disinformation campaigns in Eastern Europe framed the Istanbul Convention as an attack
on "traditional family values," blending conspiracy, nationalism, and patriarchal ideology.
Ideological disinformation reinforces gender hierarchies by portraying women's rights as
foreign, unnatural, or dangerous to social cohesion, legitimising political backlash and
public hostility toward feminists, LGBTQ+ activists, and women journalists.

Gendered case studies
Sanna Marin "Party Video" Disinformation (Finland, 2022)
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In 2022, a private video of Finnish Prime Minister Sanna Marin dancing at a private event
was leaked and went viral. What began as a non-political moment quickly turned into a
global gendered disinformation event.

The mechanisms of attack that were used were malinformation and misrepresentation -
real footage was stripped of context and circulated with captions implying drug use,
irresponsibility, and moral failure; amplification dynamics - memes and edited clips spread
rapidly across TikTok, Twitter, and Telegram, turning a personal moment into a moral

"o

scandal; and gendered narrative - commentators framed her as "unserious," "immature,"
and "unfit to lead", tropes rarely used against male politicians in similar situations.

The event revealed the double standards of political credibility for women leaders:
personal behaviour is moralised and politicised. Marin took a voluntary drug test
(negative), highlighting the pressure of defending against gendered insinuations rather
than factual claims.

Amix of malinformation (accurate content used to harm) and gender bias fueled this case,
showing how disinformation ecosystems exploit gender norms to question women's
competence and morality.

Ana Brnabi¢ and Gendered Disinformation (Serbia, 2020-2022)

Serbian Prime Minister Ana Brnabi¢, as the first openly gay head of government in the
Balkans, became the target of gendered and homophobic disinformation campaigns.
Mechanisms of attack were political and Ideological blend - nationalist and conservative
media spread conspiracy narratives claiming her "Western agenda" was aimed at
"destroying Serbian values"; memetic framing - fake images and demeaning memes
portrayed her as "controlled by Brussels,” or mocked her sexual orientation to question her
patriotism;as well as platform amplification - Facebook groups aligned with extremist and
clerical actors circulated these memes through coordinated shares, giving the illusion of
widespread sentiment.

The campaigns served a dual function: mobilising conservative voters through moral
outrage and discrediting liberal or pro-EU positions. This demonstrates how gender and
sexuality are instrumentalised in hybrid information operations, not only to attack
individuals but to shape political identity narratives. Brnabic's case exemplifies gendered
disinformation as ideological weaponry, a fusion of sexism, nationalism, and populism that
mobilises resentment and fear to maintain power hierarchies.

Reflection Activity

Disinformation rarely fits into neat categories. Instead, hybridisation blurs lines between
state, commercial, and ideological actors. Applying a gender lens adds further complexity:
political and ideological actors often target women journalists, activists, and politicians
with gendered disinformation that weaponises sexism and stereotypes. Recognising the
actor—incentive nexus is essential to effectively countering such gendered harms. Who
benefits from this narrative being amplified? Is this story trying to inform, persuade, or

74



Co-funded by
the European Union

provoke me? What kinds of content keep me scrolling, and why do I think that is? When I
share something quickly, am [ amplifying someone's message or helping it go viral in ways I
don't intend? How are women and gender minorities represented in this content? Are
stereotypes, sexuality, or morality being used to attack credibility rather than debate ideas?
Is this "outrage post" being monetised through clicks, shares, or donations? How can I
respond constructively when Ispot manipulative or false narratives? What role can young
people play in creating a healthier information space, as digital citizens, not just
consumers? What kind of internet culture do I want to help build?

5.4: Risks and Alternatives to Debunking

Debunking, the act of correcting false or misleading information, seems like the obvious
solution to misinformation. But it's not always that simple. If done carelessly, debunking
can unintentionally reinforce the very narratives it aims to dismantle.

The main risks include:

e Amplification: Giving visibility to obscure claims (Tandoc, Lim, & Ling, 2018). When
journalists, fact-checkers, or influencers respond to a false claim, they make it more
visible. For example, a conspiracy circulating in small online groups can suddenly
reach millions if a major outlet "debunks" it. This is called the "Streisand effect;
Attempts to suppress or disprove a claim can increase curiosity and attention. Why
it matters: Algorithms don't know what's true; they just reward engagement. So, even
critical posts can help spread falsehoods further. Before responding, ask: Who has
seen this claim so far? Is it viral or still marginal? If it's obscure, silence or
"prebunking" may be wiser.

e Jegitimisation: Denials can validate narratives as "forbidden truths" (Sunstein &
Vermeule, 2009). When we engage with false narratives too seriously, we risk making
them sound credible, as ifthey deserve equal weight in public debate. For example,
when scientists "debate" climate change deniers on TV, it creates the false
impression that there's still uncertainty about basic climate science. Denials can
backfire by framing misinformation as "the thing they don't want you to know",
feeding into the "forbidden truth" mindset common in conspiracy communities.
Avoid repeating false claims verbatim. Focus instead on explaining the tactic, not
the rumour (e.g., "This post uses fear to manipulate emotion" instead of "No,
vaccines don't cause infertility").

-Backfire and Polarisation: While rare, corrections can entrench belief or deepen divides
(Nyhan & Reifler, 2010).

Sometimes, correcting misinformation can make people cling more tightly to their original
beliefs, especially if the correction threatens their identity or worldview. For example,
studies by Nyhan & Reifler (2010) found that strong partisans often doubled down on their
beliefs after being corrected about political facts. This is known as the backfire effect,
though it's less common than once thought, it still occurs when people feel attacked or
shamed. In online spaces, corrections can also trigger polarised comment wars, reinforcing
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"us vs. them" dynamics. Approach with empathy and respect. Instead of saying "You're
wrong," try "That's a common claim, here's what researchers actually found."

Ethical Takeaways:

Avoid repeating false claims unnecessarily , focus on correcting the tactic, not the
myth itself.

Consider audience identity; corrections may need to be framed differently depending
on values, cultural context, and prior beliefs.

Protect vulnerable targets , especially women, minorities, and activists.

Combine strategies , debunking, prebunking, and narrative redirection to minimise
ethical risks.

Maintain transparency, explain why a claim is false, how it spreads, and who is
responsible for verification.

5.5. Conclusion

Disinformation isn't just about a few fake stories;it's a system designed to shape how we
think, feel, and act. It works by repeating patterns, using emotional language, featuring fake
experts, editing visuals, and coordinating sharing, which make false narratives feel real.
These tactics are powerful because they use both our emotions and the way digital
platforms are built.

Significantly, disinformation doesn't affect everyone in the same way. Women, girls, and
marginalised groups are often targeted with sexist and harmful messages meant to silence
or discredit them. This shows that disinformation isn't just about facts;it's also about
power and control.

Learning to spot these patterns is a key life skill. It helps us pause before reacting,
question what we see online, and understand who might benefit from spreading a
particular message. We can all use simple strategies: checking sources, verifying images,
looking for emotional triggers, and thinking about the bigger picture.

Fighting disinformation isn't the job of governments or platforms alone;it's something we
can do together. By becoming more aware, we protect not just ourselves but also our
communities and democracy. In the end, recognising and resisting manipulation is a form
of empowerment.
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6. Gendered Disinformation: Language and
Representations

Written by Roya Baicu, In Varietate Concordia (IVC), 2025

6.1 Introduction: The Gendered Weapon

After seeing the title of the module, you might ask yourselves why gendered disinformation
is an important topic, as many of you probably didn't get the chance to learn about it until
now. Well, gendered disinformation has become one of the most potent forms of
manipulation in contemporary politics and social media. Women in public life, politicians,
journalists, activists, entertainers, and other visible figures are disproportionately targeted
with attacks that undermine their credibility, authority, and participation. Unlike general
criticism, which may focus on ideas, policies, or competence, gendered disinformation
targets identity, appearance, or morality (Butler, 1990). Politicians are portrayed as unfit or
emotional; activists are accused of being radical, unnatural, or controlled by external forces;
journalists are sexualised, insulted, or framed as untrustworthy; public figures such as
actresses, TV hosts, and musicians are harassed for their looks, behaviour, or private lives.
The common thread is clear: the focus shifts from what women say or do to what they are
presumed to be, silencing debate and weakening legitimacy.

This pattern is visible everywhere, including Romania. In Romania, politicians like Oana Toiu
and Laura Codruta Kovesi faced intense online harassment that focused on their personal
traits, morality, or looks rather than their policy work. We've seen manipulated images
(deepfakes) circulated widely, and leaders like Gabriela Firea were targeted with memes
about her voice,demeanour,and appearance. Beyond individual cases, complex movements,
often tied to political or religious networks, weaponise the vague narrative of "gender
ideology" to mobilise fear and resistance against equality movements. Public discourse
frequently emphasises their physical appearance, private behaviour, or moral character over
professional achievements, illustrating that gendered disinformation affects women across
all sectors of public life.

Globally, the dynamics are strikingly similar. New Zealand's former Prime Minister Jacinda
Ardern was described as "too emotional” or "weak". U.S. Vice President Kamala Harris faces
accusations of being "incompetent" and having a "weird laugh", and viral campaigns about
her private life targeted Finland's Sanna Marin. In every instance, gender is used as a weapon,
shifting the focus away from political substance.

The weaponisation of gender in disinformation campaigns operates through several
interrelated strategies. Language frames women as irrational, morally suspect, or disloyal;
media representation marginalises or erases their contributions; intersectional
vulnerabilities, such as race, class, or ethnicity, amplify attacks, and emotional manipulation
provokes fear, anger, or disgust, increasing the virality of harmful narratives.
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Let's start with a big, urgent truth: disinformation is gendered, and gender is being
weaponised in the service of exclusion. Understanding gendered disinformation requires
looking beyond isolated incidents to the broader structures of power and inequality that
they reproduce. When women in politics, media, entertainment, or activism are targeted, the
harm is personal but also deeply political. These campaigns send a warning to others: this
is what happens when women occupy public roles. The chilling effect on democratic
participation is significant.

This chapter begins with a simple but urgent claim: disinformation is gendered, and gender
is weaponised in the service of exclusion. In the sections that follow, we will explore theories
of language and gender, examine media representation and symbolic erasure, analyse
intersectional dynamics, and investigate Romanian and global case studies. We will also
reflect on tools available for resistance, from critical reading strategies to community-based
responses.

Ultimately, the goal is not only to understand how gendered disinformation works but also
to consider how we, as readers, citizens, and allies, can resist it. By paying attention to the
words we use, the stories we amplify, and the voices we silence, we can begin to disarm the
gendered weapon and reclaim the power of representation for democratic and inclusive
purposes.

6.2 Llanguage, Gender, and Power

Here's the keyidea: language and media are never truly neutral. They actively shape how we
think, what we perceive,and who holds power. Gendered disinformation cleverly uses words,
images, and even silence to distort women's credibility, undermine their expertise, and
normalise stereotypes. This submodule will explore exactly how language becomes a
strategic instrument in these harmful campaigns.

Theoretical Foundations

Feminist linguistics has long shown that language both reflects and reproduces social
hierarchies. Robin Lakoff (1975) argued that women's speech is conditioned to appear
tentative or deferential, a perception rooted in social norms rather than biology. Dale
Spender (1980) highlighted how linguistic structures encode male experience as the default,
marginalising women. Deborah Tannen (1990) demonstrated how power dynamics shape
different communicative styles, while Judith Butler (1990) reframed gender itself as
performative, showing how repeated discourse produces norms that can be mobilised
against women.

This framework helps us see how disinformation campaigns exploit familiar tropes: the
"hysterical woman," the "seductive manipulator," or the "foreign agent." These are not new;
they are cultural stereotypes embedded in language and recycled in contemporary digital
media. Intersectionality sharpens this dynamic: Roma women activists, for example, are

1

labelled not only as "emotional" but also as "outsiders,” reinforcing both gendered and

ethnic hierarchies.
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Ianguage as a Weapon

Disinformation rarely attacks policies or ideas directly. Instead, it shifts focus to personal
identity. Repeated linguistic framing paints women as "weak," "incompetent," "immoral," or
"unfit," redirecting public debate away from substantive issues. Over time, audiences
internalise these cues, diminishing trust and credibility (Kahneman, 2011).

Romanian Examples:

e Viorica Dancila was mocked through memes and commentary emphasising her
accent, clothing, and manner of speaking. Instead of being seen as a policy critic, she
was framed as "simple" or "unprepared,” reinforcing the stereotype that women in
politics lack competence.

e [aura Codruta Kdvesi,Romania's former European ChiefProsecutor, was targeted with
campaigns labelling her "arrogant," "politically biased," or a "foreign puppet." Attacks
focused on demeanour and appearance rather than her legal record, discrediting her
authority through gendered tropes.

e QOana Toiu, when appointed to political office, faced a wave of deepfake images and
viral posts mocking her looks. The attacks trivialised her role and spread faster than
official statements, illustrating how disinformation exploits visual and linguistic
stereotypes simultaneously.

Global Examples:
e Jacinda Ardern was described as "too emotional" despite her decisive leadership
during crises.
e Hillary Clinton was framed as either "cold" or "unlikeable," exemplifying the double
bind women leaders face.
e Sanna Marin was discredited through viral content sexualising her private life,
overshadowing her political role.

Media Representation and Symbolic Erasure

Media plays a central role in amplifying these dynamics. Representation is not just about
visibility but also about how people are shown and framed. Symbolic erasure occurs when
women are either absent from coverage, reduced to stereotypes, or presented only through
trivial or distorted lenses.

In Romania, women politicians are cited less often than men and are typically questioned
on "soft" topics such as family and education rather than on policy or security (Centrul FILIA,
2023). This pattern reflects a broader global imbalance in media visibility. Across Europe, less
than one in five expert sources cited in news stories are women, particularly in political,
economic, and scientific domains, where male voices continue to dominate (European
Parliament, 2018). In the United Kingdom, for instance, nearly 77% of quoted experts are men
(King's College London, 2023), while global monitoring shows that women account for only
about 18% of expert or commentator roles in mainstream media coverage (Global Media
Monitoring Project, 2015; UNDP, 2023). Symbolic erasure thus works through both omission
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and distortion, narrowing who is seen as an authority and reducing women's contributions
to footnotes, curiosities, or aestheticised narratives. Angela Merkel's wardrobe or Kamala
Harris's tone of voice often became subjects of public scrutiny, overshadowing substantive
discussions of their policies and reinforcing the persistent gendered framing of expertise
and leadership.

Visual media strengthens these effects. Men are often shown engaged in strategic decisions,
while women are photographed in moments of emotional expression. Memes magnify such
cues: in Romania, doctored images of Gabriela Firea and other women politicians portrayed
them as incompetent or manipulative, spreading stereotypes under the guise of humour.
Internationally, Hillary Clinton's emails became meme material not only for political critique
but also to question her morality and emotional stability.

Gatekeeping and Agenda-Setting

Representation is shaped by editorial and institutional decisions. Research shows that
women's achievements in male-dominated fields receive less attention. At the same time,
stories highlighting their personal lives or controversies are amplified (Baker & McEnery,
2015). Disinformation campaigns exploit these editorial tendencies: they push stereotypes
that resonate with existing biases while silencing or overshadowing narratives of
competence and expertise.

Intersectionality in Representation

The effects of symbolic erasure and linguistic stereotyping are intensified for minority
women. Roma women activists in Romania are not only portrayed as "too emotional"” but
also as threats to cultural norms (E-Romnja, 2023). Globally, women of colour in politics and
journalism are targeted with a double burden of sexism and racism. These layered attacks
illustrate how disinformation leverages multiple axes of vulnerability to exclude entire
groups from public legitimacy.

Consequences for Public Discourse

The cumulative impact is profound. Gendered language and symbolic erasure reduce
women's legitimacy, discourage their participation in public life, and distort democratic
debate. When women's voices are consistently trivialised or silenced, audiences internalise
narrow definitions of authority and expertise. Disinformation campaigns are not merely
exploiting this weakness; they are actively reinforcing it, normalising discriminatory
narratives as common sense.

Why Does This Matter?

Resisting gendered disinformation requires attention to both language and media
structures. Journalists and editors must commit to equitable coverage. Audiences must
cultivate critical awareness of framing and representation. Policy frameworks and advocacy
organisations can challenge bias and demand accountability from platforms that profit from
disinformation. By recognising how language and symbolic erasure work together, we can
begin to dismantle the stereotypes that undermine democracy and inclusion.
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Suggested Activities

1. Critical reflection: How does language shape perceptions of authority? Can you
identify examples of intersectional attacks in Romanian or international media?

2. Media analysis task: Select a meme or article about a woman in public life. Identify
linguistic and visual strategies used. Discuss how these framings shape audience
perceptions.

3. Comparative discussion: Contrast Romanian and global cases. What cultural
similarities and differences emerge in how women are represented?

6.3 Conclusion: Gendered Disinformation and Paths to
Resistance

Introduction

Throughout this module, we have traced how gender operates as a weapon in the
architecture of disinformation. We have examined how language frames women as irrational,
emotional, or morally suspect; how media representation distorts visibility; how digital
platforms amplify attacks; and how psychological biases and social dynamics make
audiences particularly susceptible. Concrete Romanian and international cases brought
these abstract mechanisms to life, showing the very real consequences that gendered
disinformation has on women's legitimacy, safety, and participation in public life.

This final submodule draws the threads together. It offers a synthesis of the insights gained,
reflects on the implications for democracy and public debate, and outlines strategies, both
personal and systemic, to counter the chilling effects of disinformation.

Synthesis of Key Insights

One of the clearest lessons is that gendered disinformation does not occur in isolation. It
emerges from overlapping layers: the symbolic and the digital, the psychological and the
structural. At the linguistic level, labels and stereotypes continue to shape how women are
perceived. Emotional tropes, too soft, too ambitious, too unstable, work precisely because
they resonate with long-standing cultural scripts about gender roles. At the media level,
women are often underrepresented or framed through appearance, personality, or morality,
rather than competence or achievement.

Digital environments have intensified these dynamics. Algorithms prioritise sensationalism,
memes condense stereotypes into easily shareable formats, and coordinated networks of
trolls and bots give harassment the appearance of mass consensus. Psychological
mechanisms, such as confirmation bias, further entrench these narratives: audiences are
more likely to believe disinformation when it confirms what they already suspect about
women in leadership.

Case studies from Romania demonstrate how these forces converge in practice. Laura
Codruta Kovesi was persistently portrayed as arrogant or as under foreign control. At the
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same time, Gabriela Firea and Viorica Dancila were mocked for their appearance, accents, or
femininity rather than their political actions. Roma women activists faced intersectional
attacks that combined sexism and racism, branding them as outsiders threatening cultural
norms (E-Romnja, 2023). Globally, Hillary Clinton, Jacinda Ardern, and Sanna Marin were all
subject to similar strategies, showing that while the details vary, the gendered logics of
disinformation are remarkably universal.

Implications for Democracy and Public Life

The impact of gendered disinformation is not limited to the individuals targeted; it
reverberates across entire societies. By undermining women's credibility and silencing
diverse voices, disinformation distorts the conditions of public debate. The chilling effect is
evident in the reluctance of women journalists, activists, or politicians to post freely online,
to pursue controversial issues, or to remain visible in public spaces. When women are
portrayed as exceptions or as unfit for leadership, audiences internalise these cues about
who "belongs" in politics, the media, or civic leadership.

This has profound implications for democracy. Disinformation is not only about truth and
falsehood; it is fundamentally about power. Gendered disinformation, in particular,
reinforces patriarchal hierarchies by weaponising existing social biases and exploiting digital
infrastructures. It tells women, implicitly and explicitly, that their authority is conditional,
precarious, and always open to attack. The consequence is a narrowing of public life, with
fewer voices heard, fewer perspectives represented, and accountability weakened.

Pathways to Resistance

Yet resistance is possible, and it is already underway. At the individual level, critical media
literacy and awareness of cognitive biases can make audiences less vulnerable to
manipulation. Learning to question framing techniques, identify emotional manipulation,
and evaluate credibility across multiple sources equips citizens with tools to resist
disinformation's appeal.

At the organisational level, NGOs and advocacy groups play a central role. In Romania,
Centrul FILIA documents gender bias in the media. At the same time, E-Romnja focuses on
the intersectional harassment of Roma women activists. Both organisations produce
counter-narratives that reframe women's voices and contributions, ensuring they remain
visible despite attempts to erase them. Globally, women leaders, journalists, and activists
have built peer networks and alternative platforms, blogs, podcasts, and independent news
sites that circumvent traditional gatekeepers and foster solidarity.

At the structural level, platforms and institutions must take responsibility. Social media

companies need to address the algorithmic amplification of harmful content. At the same
time, governments and regulators can push for stronger accountability mechanisms. Media

84



* X 5

* *
* *
* *

* 5 x

Co-funded by
the European Union

organisations, too, must commit to equitable representation, resisting the tendency to
reproduce stereotypes or focus disproportionately on women's personal lives.

Resistance must also be intersectional. Strategies that work for white, urban, professional
women may not address the compounded vulnerabilities of minority, rural, or LGBTQ+
women. Tailored approaches grounded in empathy, inclusivity, and collaboration are
essential for building resilience across communities.

Conclusion

The story of gendered disinformation is, ultimately, the story of who gets to participate in
public life. By understanding the mechanisms that make disinformation effective, from
emotional biases to algorithmic amplification, we see clearly that these attacks are not
accidental but systematic. They seek to discourage participation, delegitimise authority, and
preserve existing hierarchies.

But as much as disinformation thrives on repetition and amplification, resistance thrives on
solidarity and knowledge. By equipping individuals with critical skills, supporting
organisations that defend targeted voices, and demanding structural accountability from
platforms and media, we can shift the balance. The path to resilience is not easy, but it is
possible.

Gendered disinformation tells us who we are not supposed to be. Resistance, in all its forms,
is how women, minorities, and allies rewrite that script, claiming space, visibility, and
authority in the public life of democratic societies.

Reflection and Critical Thinking
1. Critical reflection questions
e How do language, media representation, and digital dynamics intersect to
amplify gendered disinformation?
e What strategies can be implemented at personal, organisational, and societal
levels to resist gendered attacks?
2. Small group discussion
e Discuss one Romanian and one international case. How could interventions
have been applied to reduce harm or reclaim visibility?
3. Media analysis task
e Choose a viral narrative or post targeting a woman in public life. Map how
language, visuals, and digital amplification contribute to disinformation.
Propose alternative framings that promote agency and inclusion.
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7. Visual (Dis)Information

Gendered Harms and Creative Resistance in the Age of Visual
Disinformation

Written by Sebastian Arrosamena Mellgren, Traces&Dreams, 2025

7.1 Why Images Matter More Than You Might Think

Every day, we see thousands of images and videos online, from social media to news sites.
These visuals may seem harmless, but they have a decisive influence on what we think,
believe, and act upon. Sometimes images tell the truth, other times they mislead or harm.
That's why learning to read visual content critically, visual literacy, is essential.

This chapter will guide you step by step in engaging with visual information. It covers the
importance of visuals in information and disinformation with a focus on gendered harms.
The chapter will teach you how to stay critical, verify images, and deconstruct visual stories.
Furthermore, it will explore tactics for building a fairer Internet and for ethical visual
storytelling. Finally, all is put together into simple steps you can implement in your
everyday life.

Visuals, such as photographs, memes, or videos, dominate how we consume information
today. Visuals have the power to shape beliefs more powerfully than words alone. When
scrolling through news or social media, images reach the brain faster than text and shape
what we believe and act upon. Even if an image provides no objective evidence for a claim,
we tend to think the claim more when it is paired with an image. For example, viewers were
more likely to believe a headline about a celebrity being alive (or dead) when a photo of
that celebrity was shown alongside the claim. This well-documented "truthiness effect"
means that images often make information seem trustworthy just by association and
familiarity (Bonn Institute, 2025). Our brains use visuals to fill gaps in understanding, which
can rapidly change beliefs, and both educators and disinformers exploit this mechanism.

Images can provoke strong emotions. For instance, a photo of a smiling child or a scene of
devastation can elicit sympathy, concern, or fear, which, in turn, can sway opinions and
behaviours. One famous example shows a girl named Phan Thi Kim Phuc running naked
after being hit by napalm in the Vietnam War (you can search for her name if you wish to
see the image). This image had an essential role in shifting the public opinion about the
war in the US and Europe, as it showed the horrors of the war. Emotional responses to
visuals are immediate; they can bypass rational filters and push viewers to believe or act
quickly, often without further questioning. This makes visual disinformation particularly
important and dangerous. You can read more about the power of images at the Bonn
Institute (2025) https// www.bonn-institute.org/en/ news/psychology-in-journalism-5
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7.2 Visuals are Not Neutral Reflections of Reality

It is important to remember that photographs and videos are not neutral reflections of
reality; they are choices about what to show and what to hide. For example, a picture of a
protest focused on angry crowds tells a different story from one showing peaceful signs.
Both may be real, but each shapes public perception in distinct ways. This is called visual
framing, and we will get back to it later.

Over time, repeated exposure to particular images forms what feels "normal" or "true". For
instance, Instagram has widely affected beauty ideals worldwide. The Cultivation Theory
explains this process. Cultivation theory holds that long-term exposure to repeated imagery
constructs a "common-sense map" of social reality. Stereotypes and ideals in social media,
news, entertainment, and advertising are not created overnight; they are sold to us image
by image, solidifying social norms and expectations (Croteau & Hoynes, 2023). This means
that gender identities are constructed and maintained through the contemporary media
landscape (Gauntlett, 2023).

The choice of how to frame an image and which images to show has always been political.
However, today's media environment intensifies this dynamic, as images can be easily
edited or entirely fabricated. Cheapfakes (simple edits or misattributions) and deepfakes
(Al-generated synthetic photos or videos) make it increasingly difficult to sort fact from
fiction. The consequence is not only that more visuals are faked, but also that authentic
images can be accused of being fake. This creates what is called the "liar's dividend", where
wrongdoers can claim that any evidence used against them is faked. This means that we
now live in a time where the foundations of evidence-based debate are being challenged
(McIntyre, 2018).

Next time a photo or video grabs your attention, pause. Ask: "Am I reacting or thinking
critically? Who created and shared this, and why?" Recognising that images influence our
feelings is the first step in developing visual literacy, the capacity to question,
contextualise, and evaluate the purpose, framing, and reality of images and videos. We will
continue developing these skills in the textbook.

7.3 How Images Can Mislead and Manipulate

Visual disinformation thrives not just because images are powerful, but also because
today's media landscape has made them easy to twist, stage, and misuse. This submodule
explores three primary tactics used in visual disinformation: staging and
misrepresentation, meme-ification, and outright fakery. Note that other disinformation
tactics, such as algorithmic amplification, suppression, or censorship, are not covered here
but elsewhere in the textbook.

Staging, Editing, and Misrepresentation

Images shape who is seen, how they're portrayed, and who is left invisible. Decades of
research reveal that mainstream media often under-represent women and minority groups,
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or show them in limited, stereotypical ways (Lind, 2017; Entman, 1994; Burke et al., 2022). For
example, black men are more often shown as criminals and Latin American women as
"sexualised". Image "staging" means deliberately arranging, cropping, or selecting visuals to
steer a viewer's interpretation.

As we said before, repeated exposure to visuals shapes audience expectations and beliefs
about how groups are and act. Games and films with hyper-sexualised female avatars,
makeover shows tying women's success to their looks, as well as male "action heroes", all
feed into narrow scripts about gender roles. These scripts are normalising some identities
while making others less thinkable. David Gauntlett's work traces how popular media
channels us towards some versions of femininity and masculinity. You can read more
about it here: https://www.redbrick.me/ wp-

content/uploads/ 2025/ 04/ 10.4324 9780203930014 previewpdfpdf.

Memes and Visual Persuasion

Memes (combinations of images and text) are a modern force for persuasion that often
simplify complex issues into catchy, emotionally resonant visuals, making them highly
shareable (AlAfnan, 2025). Memes can draw people into political conversations or,
worryingly, deepen polarisation and spread stereotypes. In extreme cases, coordinated
"memetic warfare" campaigns deliberately use memes to dehumanise or radicalise targets
(Mishra & Karumbaya, 2024). For example, far-right groups have created racist, Al-generated
memes designed to inject hate into mainstream platforms. Burke et al. (2022) analyse how
right-wing populist actors mobilise memes, video clips, and livestreams that blend racism,
misogyny, and nationalism. This visual content depicts feminists or migrants as 'threats’
without using facts or rational arguments. However, memes can also be used to spread
information in an accessible way or to counter harmful narratives. We will get back to this
later in the chapter.

Questions:
e Is it helpful to respond to hatred, such as the examples above, with 'counter-mems’,
or is it simply a continuation of the memetic warfare?
e If it is justified to respond, what sort of responses are ok and what would not be
ethically justifiable?
e And,what sort of responses are efficient? Is humour the best strategy?

Cheapfakes and Deepfakes

Although this may shift rapidly in the coming years, most visual disinformation still uses
low-tech methods, so-called "cheapfakes". Cheapfakes include old photos passed off as
current, basic editing (cropping, slowing down video, altering colour, etc.), or changing
captions. This simplicity is part of their danger: we see, believe, and share before critical
filters kick in. An example from 2019 was the infamous video of US politician Nancy Pelosi,
which was slowed down to make her appear drunk. Meanwhile, advances in generative Al
have enabled anyone to fabricate synthetic images and videos that appear
indistinguishable from reality. By 2025, these tools will be available to most Internet users,
and "deepfakes" will become increasingly common. Recent studies have shown that
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viewers can no longer consistently distinguish between authentic photos or videos and Al-
generated versions (Roca et al., 2025). In the near future, most visuals found online may be
Al-generated, or at least we will not be able to tell.

74 Verifying Visuals: Tools and Their Limits

In an environment full of deepfakes, viral hoaxes, and recycled images, verifying photos
and videos is more important than ever. This submodule introduces practical verification
tools and reflects on the challenges of assessing authenticity in the age of synthetic media.
Please remember that, as Al rapidly evolves, any technical tool that is useful today might
be useless tomorrow. Therefore, the most effective way to protect yourself from visual
disinformation is to combine critical thinking with verification techniques.

The Verification Toolbox
A growing arsenal of investigative tools now allows everyday users to scrutinise the images
and videos that circulate online.

e Reverse Image Search: Plugging an image into services like Google Lens, Bing, or
TinEye can reveal where else it has appeared online. This is particularly useful to
indicate when a photo is "recycled" or posted out of context. Try searching for parts
of an image separately, such as faces or logos, for better results.

e Video Frame Analysis (Keyframes): Tools such as InVID-We Verify let users split a
video into still images, enabling them to check whether parts have circulated before
or been altered.

e Metadata: Digital files often include metadata, such as the date and location where
a photo was taken. Analytical plugins can expose if a photo's timestamp or location
supports the story (or not). However, social media platforms often erase metadata
from images, so it may not be available. The person who uploaded the image may
also have deliberately erased or faked the metadata.

e TForensic filters are digital tools that examine minute details, such as shadows,
lighting, and pixels we can't see with the naked eye. They help find signs of editing
or Al manipulation in images.

e Geolocation is the process of determining where a photo or video was taken by
identifying landmarks, street signs, or landscape features. Sometimes you can even
use the sun's position, combined with the time and date, to estimate where a photo
was taken. You can use Google Maps or Google Farth to verify what the place
actually looks like. There are also new Al tools that can do this for you, though their
reliability may vary.

e (Chronolocation estimates: when an image was taken by looking at clues like
shadows, weather, or seasons. For example, if the trees don't match the claimed
season, that's a red flag.

Remember, no single tool is perfect. If you need to be sure, use as many methods as
possible to verify information. You might still not be 100% sure, and that in itselfis a
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valuable realisation. If you want to learn more about verification tools, check out "Exposing
the Invisible - The Kit" at: https:/ /kit.exposingtheinvisible.org/ en/

Verification tools to check out:

Forensically: A free, web-based suite for digital image forensics that functions as a
"magnifying glass" for images. It includes clone detection (highlighting copied
regions), error level analysis (ELA), metadata extraction, noise analysis,
magnification with contrast enhancement, and C2PA content authenticity
verification. Particularly useful for identifying manipulation via cloning tools, though
it requires experience to interpret results correctly and should not be relied upon
as the sole verification method.

FotoForensics: An online platform offering error level analysis through heat-map-
style visualisations that highlight areas of different compression levels in JPEG
images. The colour-coded output helps identify potentially manipulated regions
where the compression signature differs from the rest of the image, making
alterations more visible.

InVID-We Verify: Abrowser extension and platform designed for journalists and fact-
checkers to verify images and videos. It combines multiple verification techniques,
including reverse image search, metadata analysis, forensic filters, and
fragmentation detection, streamlining the verification workflow for time-sensitive
investigations.

ExifTool: Arobust command-line application that reads, writes, and edits metadata
across nearly any file format. It extracts EXIF data, including camera settings, GPS
coordinates, timestamps, software used, and device information, crucial for
establishing provenance and detecting inconsistencies in digital evidence chains.
Google Lens: Google's visual search tool that performs reverse image searches,
identifies objects, landmarks, text, and products within images. Essential for
verification work to trace image origins, find earlier instances online, and identify
locations or subjects.

SunCalc: Aweb-based calculator that shows sun position, sunlight phases, and
shadow angles for any location and date. Invaluable for verifying whether shadows
and lighting in photographs match the claimed time and location, helping detect
temporal inconsistencies.

ShadeMap: An interactive mapping tool visualising sunlight and shadow patterns
across urban landscapes throughout the day and year. Used to verify photographic
authenticity by cross-referencing shadow directions and lengths with specific times
and locations, particularly useful for architectural and outdoor scene analysis.

Questions:

How much effort can you reasonably put into finding out if something is real or not?
What are the consequences for society if trust in visuals collapses entirely? Who
gains, and who loses from such a situation?
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7.5 Deconstructing Visual Narratives

As we have emphasised, even if a visual is real, it might still try to trick you or convey a
specific idea. That's why it's essential to learn to deconstruct visual narratives.
Deconstructing means looking beyond what you first see to understand the story an image
or video is telling.

Every picture and video tells a story. It can be a selfie, a news report, or a meme. These
stories shape how we think and feel about people and issues. For example, a photo ofa
leader surrounded by happy students may tell a story of success and hope. But a photo of
that same leader alone in an empty room might make them look lonely or unpopular. Both
images can be real, but they give very different messages.

Deconstruction Toolkit

This toolbox is grounded in a blend of critical media theory, semiotics, and
intersectionality, drawing on cultural studies, media literacy, and visual sociology. You do
not need to use every tool every time you analyse an image; instead, you can choose the
ones that best fit your situation.

e Source and intention tracking: Use verification techniques to find the source,
creation date, and creator. What ideological affinities does the creator and
distributor have? For example, is the newspaper that published the article
conservative or progressive?

e Surface Scan: Look carefully at everything in the picture. Who or what is shown?
What symbols, clothes, gestures, or places do you see?

e Image arrangement: Notice where the main person or object is placed and what
colours are used in the image. Is the camera looking up or down? These choices
affect how strong, weak, or trustworthy the subject appears. Generally, a person
shot from below looks powerful, while soft colours and a distant gaze may signal
vulnerability. Are the people in the picture framed as victims, heroes, villains or
something else?

e Analyse story symbolism: Who and what appear? What symbols, gestures, or
settings stand out? For example, a politician in a factory setting with rolled-up
sleeves may want to communicate "man of the people", "hard working", and
"relatable". Ask, what story is being told?

e Emotional trigger: What emotions is the image intended to trigger? Whose bodies or
issues are linked to these feelings?

e Intersectional audit: Ask, which identities are present, missing, or stereotyped? How
do race, gender, class, and sexuality intersect in the image?

e Storyline switch: Ask: What other stories could be told using a similar image? Try
swapping hero/ victim/ villain roles, or reframing the emotional signals. This trains
"narrative flexibility" and helps spot constructed meaning.

e Cultural Lens Check: How would this image be understood in a different location,
historical period, or by a different group? This tool exposes ethnocentrism or time-
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bound assumptions. If the message only works for a specific group, you can assume
that group is the intended target.

e (Counter-narrative: If you wanted to communicate the opposite of the intended
story, how would you change the image?

e Personal Impact Reflection: After analysis, reflect on how your opinions or feelings
were affected by the visual. What did the image initially make you feel, and how are
you feeling now?

Combining verification with deconstruction

The best way to understand images is to use both verification and deconstruction.
Sometimes people think that "if an image is real, it shows the truth" or that "deconstruction
is enough since truth does not matter." Both of these positions are simplifications that can
leave us open to new ways of being tricked by visuals. To really protect ourselves from
disinformation, we need to use two skills together.

7.6 Tactics for a Fairer Internet

This submodule explores practical ways to resist, challenge, and change harmful visual
narratives online. By building resilience, working together, and demanding responsibility,
individuals and communities can protect themselves and help create fairer digital spaces.
This chapter is intended for people who wish to work towards a more inclusive Internet. For
information about what to do in case of ongoing hate or abuse, see the book's pre-words.

Developing Visual Counter Narratives

Counter-narratives are stories, images, or messages created to challenge and
oppose harmful or false ideas. They can change how people think by offering new,
positive, or truthful perspectives rather than hurtful stereotypes or lies. In the
digital world, counter-narratives often use the same tools as harmful messages,
such as memes, social media posts, and videos.

To develop a counter-narrative:

1. Start by understanding the harmful message or stereotype you want to challenge.
Who does it affect? What lies or fears does it spread?

2. Do you belong to the affected group? If not, ask members of that group how they
would like to be supported.

3. Find out what others are already doing about the problem and potentially join
existing groups.

4. Use images, stories, or humour to offer your view. This can mean sharing real
experiences, making jokes to expose absurd ideas, or showing pride and strength.
Be careful not to reinforce stereotypes in doing so.

5. Share your messages where they will reach the affected community or a broad
audience of people who can agree with you. It is generally good to try to shift the
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opinions of the “silent majority”, not try to engage with the people who are actively
against you.

6. Invite others to join, share their stories, or remix the messages. Collective voices
make counter-narratives stronger.

Examples of Feminist Counter Narratives
e The satirical Xaccount @NoToFeminism
e Feminists have co-opted the hashtag #Feminists Are Ugly to post selfies, critique
unfair beauty standards, and mock sexist stereotypes.
e Feminist memes: https://www.boredpanda.com/feminist-memes/

You can make your own memes using Imgflip or similar pages: https://imgflip.com/ .

Demand Platform Accountability

Calling out harmful content and supporting each other online is very important. But to
create lasting change, we also need to fix the broader system that allows such content to
spread. That means holding social media platforms responsible for how they manage
content and protect their users.

Under the EU’s Digital Services Act (DSA), which started applying to major platforms in 2023
and more broadly in 2024, platforms must follow strict new rules. They have to take more
decisive action to remove illegal or harmful content, including image-based abuse and
hate speech. They must provide easy ways for users to report harmful content and explain
clearly how they handle these reports.

The DSAalso requires platforms to be transparent about their content moderation. This
includes publishing regular reports on how much harmful content they remove and how
they manage risks from algorithms that might spread toxic material. Huge platforms such
as YouTube, Instagram, and TikTok must assess and reduce systemic risks, meaning they
must actively work to prevent their services from harming users or society.

In 2023, young people’s advocacy in the EU helped update the Digital Services Act with
stricter rules to fight image-based abuse. This shows that when we work together, we can
push for better laws and hold platforms accountable to create safer, fairer online spaces
for everyone.

Reflection questions

e Which examples of creative resistance resonate the most with you?
e Which laws would you like to see to protect people online?

7.7 Ethical use of Visuals

Ethical use of images means carefully considering consent, trauma, respect for those
depicted, copyright, and the well-being of everyone involved. In this submodule, we look
into key issues related to the ethical sharing of visuals. It may help you decide what
content to share and what not to.

94


https://www.boredpanda.com/feminist-memes/
https://imgflip.com/

Co-funded by
the European Union

When to share shocking images
Images or videos showing violence, abuse, disasters, or tragedies can be important news.
Still, they can also profoundly affect people's emotions and mental health. Seeing such
graphic content repeatedly is linked to stress, anxiety, and even trauma symptoms in
viewers.

Journalists and educators often face difficult choices:

Sometimes, powerful images, like the famous open-casket photo of Emmett Till (a young
black boy lynched in the USAin the 1950s), have awakened public awareness or forced
social change. On the other hand, shocking images can re-traumatise victims, traumatise
viewers and/ or disrespect the people depicted or their families.

Best practice involves adding content warnings before showing graphic images, blurring
disturbing details, and always asking: What is the purpose of showing this? If the image
showed someone you love, would you want it widely shared?

Consent and Dignity
Respecting the dignity and choices of those depicted in images is a core ethical principle,
especially for victims of violence or disasters.

Consent matters: Always try to get permission from people in the photo or their families.
When this isn't possible, use extra caution: avoid close-ups or sharing unnecessary details.

Protect the vulnerable: Hide identities or blur faces when sharing images of people
affected by sexual violence, hate crimes, or sensitive situations.

Avoid exploitation: Groups like Médecins Sans Frontiéres (MSF) insist images should show
people with power over their own story, avoiding "poverty porn" that exploits suffering. Try
comparing positive examples (where families or subjects consented) with cases where
photos went viral without their consent, causing harm. Intend not to harm.

Copyright and Legal Boundaries

Ethical visual use means respecting copyrights and intellectual property laws:

In the EU, photographers and creators have strong legal rights over their work.

Only use images if you have permission, a proper license, or if they are openly licensed
(Creative Commons) or in the public domain. News and education have some exceptions,
but sharing images for disinformation is legally risky. When sharing user-made content
(like tweets), always credit the creator and, if possible, ask for permission. Model good
practice in your work by constantly checking image sources, using licensed images, and
teaching others how to do the same.

Reflection Questions

How do you balance the right of the public to know with the dignity of those shown?
What differences do you notice in ethical rules across countries or cultures?
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What new questions do Al-generated images or deepfakes raise for you, educators, or
journalists?

7.8 Putting it All Together

You've learned a great deal in this chapter! Now, it's time to bring everything together and
see how to use visual literacy skills in your daily life. These skills will help you protect
yourself, support others, and contribute towards building a fairer digital world.

‘What You've Learned

Visuals are powerful. They influence our beliefs and feelings faster than words. Visual
disinformation is becoming an increasing problem. It deceives us through staging,
cropping, editing, and even deepfakes. Certain groups, such as women, LGBTQ+ individuals,
and racial minorities, often experience more harm online. Tools like reverse image search
and metadata analysis help verify the authenticity of images. Analysing images reveals
hidden stories, biases, and power dynamics behind pictures. We can learn to both confirm
and examine visuals. We can work towards a fairer Internet by supporting each other,
sharing or creating counter-narratives, and advocating for better laws and regulations.
Avoid commenting on fake or harmful content; instead, report it. It is essential to respect
consent, dignity, and copyright when sharing visuals.

How to Use These Skills in Everyday Life
Try these steps when you encounter an image online:
1. Pause Before Sharing: Take a moment. Ask yourself, where did this image come
from? Is it genuine? What's the story behind it?
2. Question the Emotions: Notice what feelings the image tries to evoke, fear, anger,
sympathy, and consider why.
3. Check Multiple Sources: See if trusted sources also share this story or image.
4. Support Inclusive Visuals: Share images that showcase diverse voices and challenge
stereotypes.
5. Be Kind and Responsible: Consider who might be affected before posting or
commenting.
6. By practising this, you help slow the spread of false information and foster healthier
online spaces. You do not need to be an expert or well-known to make a difference.
Small actions accumulate. Teach friends how to verify images or invite them to read
this guide.
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8. Al and the Media System

Written by Amalia Ranieri for Cooperativa Sociale "Sinergie", 2025

8.1 Introduction

Imagine scrolling through your phone late at night. Avideo surfaces: the president of a
country resigning in anger; another clip follows, showing a beloved actor confessing to
crimes. Avoice message pings in your inbox, apparently from your mayor, urging you not to
vote tomorrow. All of it feels urgent, believable, and real, but none of'it is. Welcome to the
age of synthetic truth, where the line between fact and fabrication dissolves faster than we
can process it.

The history of disinformation is long. Roman emperors manipulated the acta diurna; Cold
War propaganda deployed forged documents and planted news. But what we face today is
unprecedented in scale and speed. Machines now write, paint, and speak for us, producing
plausible realities at an industrial pace. What once required studios, editors, and
specialists can now be achieved by anyone with an internet connection. Yet this is not
merely a story of technological novelty; it is also a story of perception, power, and fragility.
Truth, as philosophers from Hannah Arendt to Michel Foucault have argued, has never
been a fixed object; it has always been contested, mediated, and fragile. What Al does is
turn that fragility into a daily condition of life. We are bombarded with streams of
information that blur the line between authentic and artificial, reliable and manipulated.
And while the technologies are dazzling, the real stakes are human: democracy, trust, and
the ways we understand one another.

This chapter is written as a journey through this new terrain. Each section is a stop along
the way:

e We begin with a publishing case study, which will allow us to start a critical
reflection on the use of artificial intelligence.

e We then move to Generative Al exploring how machines fabricate coherent but
unstable truths, raising questions about hallucinations, corporate control, and the
politics of knowledge.

e From there, we enter the world of Disinformation 2.0, where deepfakes and
synthetic voices destabilise elections, weaponise gendered harassment, and
reshape security concerns.

e We then step inside the newsroom to examine how Al unsettles journalism,
challenging traditions of authorship, verification, and trust.

e The next stop takes us to the Global South, where algorithmic colonialism reveals
how inequalities of language, labour, and sovereignty shape Al's hidden hierarchies.

e Finally, we reflect on creativity and authorship, asking what becomes of art and
journalism when machines participate in cultural production.

Throughout, we weave in stories, scandals, and case studies: from a fake resignation video
in Moldova to lawsuits by artists against Al companies, from Kenyan content moderators
filtering toxic data for Silicon Valley to the grassroots projects fighting to preserve
endangered languages in the digital age.
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8.2 Hypnocracy

In January 2025, a book appeared on Italian shelves that promised to change the way we
think about politics, media, and the fragile line between truth and illusion. Its author was
presented as Jianwei Xun, a Chinese philosopher, and the book carried the intriguing title
Hypnocracy: Trump, Musk, and the New Architecture of Reality. Reviews poured in across
cultural outlets — Il Fatto Quotidiano, Doppiozero, Le Grand Continent in France — praising
its sharp analysis. The text dissected how figures like Donald Trump and Elon Musk act not
merely as politicians or entrepreneurs, but as world-makers, architects of narratives that
capture imaginations on a global scale.

Why did so many intelligent readers believe in him? Perhaps because the figure of the
mysterious Eastern sage fit our expectations, or because the rhythm of reviews, headlines,
and conversations produced the feeling of credibility. But the more profound lesson was
unsettling: truth had not been discovered or verified; it had been performed into existence.
This is the essence of what Hypnocracy named: a new form of power based less on force
and more on trance. In this landscape, leaders like Donald Trump or Elon Musk operate not
primarily as politicians or entrepreneurs, but as hypnotists of collective attention. Their
tools are not arguments or policies, but spectacle, repetition, and suggestion. Alate-night
tweet, a staged controversy, a viral meme: each acts like a spark in the theatre of attention,
setting off cycles of outrage and fascination that keep them at the centre of public
imagination. The metaphor of hypnosis is apt: a hypnotist does not impose reality; they
guide attention until the subject begins to accept suggestions as self-evident. Similarly, the
hypnocratic system does not silence dissent; it absorbs it. Satirical memes mocking Musk's
eccentricity or Trump's blunders may seem oppositional, yet they amplify visibility, feeding
the trance. In hypocrisy, ridicule and resistance are not threats but the very nutrients for
performance.

This is not entirely unprecedented. Guy Debord, in The Society of the Spectacle (1967),
argued that modern life was increasingly mediated by images that transform social
relations into appearances. But what Hypnocracy exposed is the next stage: one in which
algorithmic virality turns spectacle into rhythm, a constant pulse that guides collective
emotion. Information overload does not liberate us with options; it exhausts us into
compliance. The scroll never ends, and with it, the trance deepens.

Digital platforms are the stage and the machinery of this hypnosis. Trending hashtags, viral
videos, and algorithmic feeds are all designed to maximise engagement. Avideo's
popularity becomes evidence ofits significance; a story repeated enough times feels real.
This "architecture of influence" blurs the line between voluntary attention and algorithmic
capture. We choose what we see, but the trance is orchestrated behind the scenes.

The hoax of Jianwei Xun becomes, in this sense, more than a literary prank. It is a mirror,
showing how much of our reality is already constructed in this hypnocratic way: trust built
not on verification but on circulation, credibility performed through repetition rather than
grounded in evidence. The disappointment readers felt upon discovering the author's
nonexistence was, in fact, the same disappointment that haunts much of our media life:
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the discovery that what we believed was real may have been no more than a well-staged
suggestion.

How, then, do we resist? Hypnocracy offered no heroic awakening, no promise of stepping
outside the trance once and for all. Instead, it suggested cultivating a fragile margin of
awareness within it: noticing the rhythms, questioning the repetitions, pausing when the
scroll demands constant movement. Resistance is not a total escape but a practice of
micro-attention, small acts of slowing down that disrupt the spell. For us, as readers, this is
a critical lesson. The battle against disinformation is not only about fact-checking or
detecting deepfakes;it is also about recognising the hypnotic architectures that shape
perception itself.

8.3 The Fragility of Truth

When you ask ChatGPT the question "What is truth?", the reply arrives instantly, dressed in
authority: it lists Aristotle's correspondence theory, William James's pragmatism, and
postmodern critiques, before closing with a balanced reflection: truth has many
dimensions, no single definition. The words flow smoothly, persuasive in tone, but beneath
the surface, something strange is happening. The machine is not "thinking" about
philosophy. It predicts the most probable sequence of words based on patterns it has
absorbed from billions of documents. What looks like knowledge is, at its core, statistical
guesswork.

This is the paradox of generative Al It does not lie in the human sense, for it has no
intention to deceive; nor does it tell the truth, since it has no access to reality. It produces
plausibility. The result is a new epistemic fragility: the feeling of coherence without the
substance of verification (Floridi, 2020).

Developers call the most notorious symptom of this fragility hallucination. Ask a system to
summarise an obscure court case or produce a medical reference, and it may fabricate
details with total confidence. In 2023, lawyers in New York submitted a legal brief generated
by ChatGPT, only to discover that the cited cases were entirely invented (Katz et al., 2023). In
scientific settings, chatbots have produced bibliographies containing articles that never
existed (Lee et al.,, 2023). These are not rare bugs: studies show hallucination rates ranging
from 15 to 27 per cent depending on task complexity (Maynez et al., 2020; OpenAl, 2023). The
problem is not only technical but perceptual. Human beings tend to trust fluent language,
a phenomenon that psychologists call the illusory truth effect: the more familiar or smooth
a statement sounds, the more likely we are to believe it (Fazio et al., 2015). Generative Al
industrialises this effect. It can produce endless streams of fluent but unreliable text,
saturating the information environment with uncertainty.

To make matters more complex, Al systems are not neutral mirrors; they are filtered
through the corporations that design them. Google's Gemini avoids sensitive U.S. political
content; Chinese models refuse to discuss dissent; OpenAl has imposed limits on
copyrighted material and specific geopolitical terms. These guardrails are rarely
transparent, yet they shape what the machine can and cannot say. The apparent voice of
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the chatbot is, in fact, the synthesis of statistical prediction and corporate discretion. As
Foucault would remind us, truth is always embedded in regimes of power (Foucault, 1977).
This also means that many perspectives, languages, and ways of knowing are missing from
these models. Some have never been included in the data; others may have been filtered
out on purpose. In practice, this produces what Abeba Birhane (2021) calls epistemic
coloniality: a situation in which certain forms of knowledge (usually those from Western,
English-speaking, or dominant cultures) are given priority, while others remain invisible.

Defining Al Hallucinations

An Al hallucination occurs when an artificial intelligence system, especially a generative
model, produces information that is plausible but false or unsupported by fundamental
data. These hallucinations happen because the model generates outputs based on
patterns in training data rather than factual verification. As a result, the Al may invent facts,
sources, or images that sound coherent but lack grounding in reality.

Between Misinformation and Disinformation

Hallucinations also blur categories we once treated as distinct. Misinformation refers to
error without intent; disinformation to deliberate falsehood. But when a chatbot fabricates
a convincing story, where does it fall? It lacks intent, but its impact can be identical to that
of disinformation: erosion of trust, amplification of conspiracy theories, confusion about
what is real. In this sense, hallucinations function like "ambient disinformation," diffused
not by malice but by design. Hannah Arendt (1971) warned that when citizens can no longer
distinguish between fact and fiction, they retreat into cynicism, a condition ripe for
authoritarianism. Generative Al accelerates this danger by overwhelming verification
systems with streams of fluent fabrications. Yet it also forces us to confront an
uncomfortable insight: truth has always been fragile. It has always depended on practices
of verification, trust, and collective dialogue.

8.4 Disinformation 2.0

In late September 2023, voters in Slovakia were preparing to cast their ballots in a tightly
contested parliamentary election. Just days before polls opened, a leaked audio recording
began to circulate online. It appeared to capture a liberal party leader plotting to rig the
vote and, in a surreal twist, discussing plans to raise the price of beer. The clip was fake,
generated with artificial intelligence, but it spread faster than any correction. By the time
fact-checkers intervened, the damage was done: people were already angry, confused, and
suspicious. This is the terrain of what many call "Disinformation 2.0": a new stage in the
manipulation of truth, powered by generative Al Unlike past propaganda, which required
expertise, resources, and coordinated infrastructures, Al-driven disinformation is cheap,
fast, and scalable. What once took a team of forgers or an editing studio can now be
produced by a teenager with a laptop.

The manipulation of information has always been part of political life: Roman emperors
used the acta diurna to bolster imperial narratives. At the same time, Cold War intelligence
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agencies planted stories and forged documents to discredit rivals (Rid, 2020). But the
digital environment changes the equation: speed, scale, and automation. Generative Al
systems such as GPTmodels, MidJourney, and Elevenlabs can produce credible text,
images, and voices in minutes (Wardle & Derakhshan, 2017). The barriers to entry have
collapsed.

Deepfakes and Gendered Disinformation

Deepfakes have become the most visible symbol of this change: in Moldova's 2023 local
elections, a fabricated video showed President Maia Sandu resigning and endorsing a pro-
Russian party;in the United States, voters in New Hampshire received robocalls in January
2024 featuring a cloned voice of President Joe Biden, telling them not to vote in a primary.
The goal was simple: not to change votes, but to suppress turnout by undermining trust in
the process. These examples highlight a disturbing reality: disinformation now targets not
only opinions but the infrastructure of democracy itself. Ballot boxes remain untouched; it
is the perception that is hacked.

The new tools also intensify older forms of harassment, particularly against women. In
Bangladesh, a female opposition MP was attacked with a deepfake that placed her face
onto a bikini-clad body. In a conservative society, this was enough to tarnish her
reputation, illustrating what researchers describe as gendered disinformation: falsehoods
weaponised to intimidate women and silence their political voices (Hosseini, 2023). The
effect is not only reputational harm but the erosion of democratic participation.

If deepfakes represent intentional deception, large language models add another layer:
hallucinations. These are confident but false outputs generated without malicious intent (Ji
et al, 2023). Yet the impact can be equally corrosive. Afabricated legal precedent, an
invented medical citation, or a false biographical detail, each may spread unchecked once
repeated. The line between misinformation and disinformation blurs, creating a constant
stream of what Luciano Floridi (2020) calls "epistemic opacity", that is, a situation where it
becomes difficult to tell what is true and what is not, even when information sounds
perfectly convincing. The fusion of deliberate deepfakes and unintentional hallucinations
has led policymakers to treat disinformation as more than a communication issue.
Increasingly, it is framed as a cybersecurity threat. Just as ransomware exploits
vulnerabilities in digital infrastructure, disinformation exploits vulnerabilities in
information systems: social media algorithms, trust in news, and the virality of messaging
apps (Bradshaw & Howard, 2019). The consequences are wide-ranging. In 2017, French
construction giant Vinci lost billions in valuation after a fake press release alleged
accounting fraud. In 2013, a hacked Associated Press tweet claiming explosions at the White
House erased $136 billion in U.S. markets within minutes (DHS, 2014). With generative Al,
such forgeries can be created faster, spread wider, and look more credible than ever.

National security is equally at stake. During moments of crisis (such as terrorist attacks,
natural disasters, pandemics), synthetic disinformation can paralyse response systems,
sow panic, and fracture public trust. Democracies, already fragile, may find themselves
destabilised not by bombs or tanks but by pixels and sound waves.
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8.5 Al Journalism, and News Production

Newsrooms have always been shaped by technology: the telegraph collapsed distances, the
radio brought voices into kitchens, and television made politics a matter of images as
much as words. Each innovation changed not only how news travelled, but also how
journalists imagined their work. Artificial intelligence continues this story, but with a twist
because, unlike earlier tools, Al does not simply transmit or store information. It can
generate it. And that changes everything.

The first experiments were modest. In the 2010s, outlets such as the Associated Press
began using algorithms to draft thousands of quarterly earnings reports. The technology
came from Automated Insights,a company specialising in natural language generation.
Using structured data — stock prices, profit margins, batting averages — machines could
produce formulaic stories in seconds. Journalists initially feared layoffs, but AP argued the
opposite: automation freed reporters from repetitive drudgery, allowing them to pursue
investigations and analysis (Marconi & Siegman, 2017). The Washington Post followed with
Heliograf, an Al system that covered the 2016 US. elections by generating hundreds of short
updates. These early systems were essentially advanced template engines: fast, accurate,
but devoid of nuance. Few saw them as threats to the core of journalism. Then came GPT-2,
GPT-3, and finally ChatGPT. Suddenly, machines could produce not only routine earnings
summaries but also op-eds, profiles, and even features. By 2023, audiences were reading
Al-generated travel blogs, sports commentaries, and political analyses, sometimes without
realising it. What was once peripheral now presses at the heart of the profession.

Journalism was already fragile: advertising revenues were shrinking, local outlets were
closing, and labour was precarious. Al entered this precarious world as both promise and
threat. For managers, it was an opportunity to cut costs. For unions, it was a looming
danger. The National Union of Journalists in the UKwarned in 2023 that unregulated Al use
risked lowering wages, eroding editorial standards, and turning reporters into "curators of
machine output" rather than investigators (NUJ, 2023). And yet, new niches emerged: data
journalism, algorithmic accountability reporting, and Al literacy became prized skills. The
BBCexperimented with Al-powered translation to broaden its linguistic reach. The New
York Times invested in Al to scan datasets for investigative leads. For some journalists, Al
became a partner, extending rather than diminishing their craft. Still, for others, it was a
reminder of how precarious their profession had become.

At the core lies the question of authorship. If an article is partly written by an algorithm,
who is the author? Should the Al be credited, or is authorship inseparable from human
accountability? Most scholars agree that only humans can bear responsibility (Diakopoulos,
2019). Yet practices vary. The Guardian published an opinion piece explicitly labelled as
written by GPT-3, inviting readers to reflect on the experiment. Smaller local outlets in the
United States quietly integrated Al without disclosure. Transparency remains inconsistent,
and trust suffers as a result. Surveys confirm this ambivalence. AKnight Foundation poll in
2023 found that audiences accepted Al for routine tasks such as data summaries but
strongly opposed it for investigative or opinion writing. The message was clear: readers
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value human judgment when values and interpretation are at stake. Journalism is not only
about relaying facts; it is about authority, credibility, and trust.

Verification, long the backbone of journalism, faces a new challenge. Generative Al is prone
to hallucinations, fabricated quotes, nonexistent sources, and invented statistics (Ji et al.,
2023). Afluent but false line in an Al-written article may be harder to detect than a clumsy
template error. Fact-checkers now spend more time cross-verifying not only human
sources but also machine-generated text. Ironically, Al does not eliminate labour but
redistributes it, from writing to verification. UNESCO (2023) has warned that fact-checking
will become more burdensome and more urgent in an era of synthetic content.

Barbie Zelizer (2019) reminds us that journalism is not only about information but about
authority: who has the right to narrate reality. If audiences begin to suspect that news
articles are machine-written without oversight, trust may collapse. Yet there is also an
opportunity. If readers become accustomed to asking, "Did a machine write this?", they may
also learn to question the credibility of human writing. Scepticism could strengthen
democratic vigilance, provided it does not curdle into cynicism, where all claims are
dismissed as equally unreliable. Journalism stands at a crossroads. Rejecting Al altogether
risks irrelevance in an industry that demands speed and efficiency. Embracing it without
transparency risks losing credibility. The future will depend on crafting new norms: clear
disclosure of Al use, robust verification practices, and renewed attention to the symbolic
meaning of authorship. Machines can generate prose, but only humans can be held
accountable for what enters the public sphere.

8.6 Global Inequalities and Algorithmic Colonialism

Behind the illusion of Al as a universal tool lies a stark asymmetry, as most large language
models (LLMs) are trained on data overwhelmingly drawn from English, supplemented by a
handful of dominant languages such as Chinese, Spanish, or French. According to the
Common Crawl dataset, one of the most significant open sources used for training, over
60% of its content is in English, even though only around 17% of the world's population
speaks it. By contrast, languages spoken by hundreds of millions of people, such as Hausa,
Bengali, and Quechua, barely register. This imbalance shapes what machines "know" and,
more importantly, whose knowledge counts as valuable. When an Al system can generate
pages on Shakespeare but struggles with Wole Soyinka, when it recalls Silicon Valley start-
ups but falters on indigenous cosmologies in the Amazon, it reproduces a hierarchy of
epistemologies. English becomes not only a medium of communication but the epistemic
foundation of machine intelligence. To access Al fluently is, implicitly, to accept English as
the default language of knowledge.

Language carries culture, memory, and worldview. When minoritised or indigenous
languages are absent from digital corpora, their associated knowledge systems risk
erasure. Concepts such as Ubuntu in Southern Africa or sumak kawsay ("good living") in the
Andes embody ethical frameworks that do not translate neatly into English. When Al
ignores these linguistic worlds, it narrows the horizon of what counts as knowledge. Abeba
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Birhane (2021) calls this epistemic coloniality: the continuation of colonial patterns of
domination in the digital realm. The consequences are global. In Latin America, Quechua
and Aymara speakers struggle to find representation in digital tools dominated by Spanish
and Portuguese. In Asia, Hindi and Bengali, which are spoken by vast populations, remain
marginal compared to English or Mandarin. UNESCO warns that half of the world's 7,000
languages could disappear by the end of the century; Al rather than preserving them, may
accelerate their decline (UNESCO, 2021).

But the problem extends beyond language: Al development depends on massive datasets
harvested from around the globe. Social media posts, news articles, images, and voices
flow into corporate repositories, where they are processed into training material. Yet the
infrastructure that stores and monetises this data (cloud servers, research labs, Al
companies) is concentrated in the Global North. The benefits accumulate in Silicon Valley
or Shenzhen, not in the communities whose digital traces fuel the system (Couldry &
Mejias, 2019). The asymmetry also shapes labour. In 2022, Time reported that Kenyan
workers were paid less than $2 an hour to filter traumatic content — graphic violence, child
abuse, hate speech — for OpenAl's training pipelines (Perrigo, 2023). Their invisible work
cleansed the datasets so that Western users could interact with "safe" chatbots. This
echoes older colonial patterns: dangerous, demeaning tasks outsourced to marginalised
populations while profits flow elsewhere.

Michael Kwet (2020) calls this digital colonialism: the Global South's dependence on
infrastructures controlled by foreign corporations. Sovereignty is compromised not only
economically but also technologically. Nations may regulate Al domestically, but if they
lack the infrastructure to develop alternatives, they remain dependent on external powers.
Even the research landscape mirrors these inequalities. A2021 study found that over 80%
ofthe most cited Al papers were authored by scholars based in North America, Europe, or
China (Birhane, 2021). African, Latin American, and indigenous voices are underrepresented
in shaping the ethical frameworks and technical priorities of Al As a result, what counts as
"responsible Al" often reflects Western anxieties (privacy, copyright, transparency) while
overlooking concerns more urgent elsewhere: surveillance, political manipulation,
ecological costs. Europe's position is ambivalent. The Al Act aims to set global standards for
ethical AL Yet its infrastructures remain deeply tied to U.S. tech giants. If Europe feels
dependent, the Global South feels doubly so: bound to both US. technological dominance
and European regulatory frameworks.

Yet across the globe, communities are building alternative models: for example, the
Masakhane project unites African researchers to develop natural language processing tools
for African languages; Mozilla's Common Voice crowdsources voice data to diversify speech
recognition; indigenous groups in New Zealand and Canada are digitising their languages,
designing Al that reflects oral traditions and communal values.

8.7 Conclusion

To live in the age of artificial intelligence is to live within an ecosystem where truth is
constantly negotiated. What defines this moment is not merely the presence of
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disinformation, but its transformation into a systemic condition: produced at scale,
automated by machines, and woven into the infrastructures of everyday communication.

Throughout this chapter, we have travelled across different landscapes of this new reality.
We began with Hypnocracy, where power operates not through repression but through
trance, saturating our attention until resistance is absorbed into performance. We then
examined how generative Al produces fluency rather than truth, with hallucinations and
corporate filters shaping what knowledge becomes visible. The Disinformation 2.0 stage
revealed how deepfakes, synthetic voices, and hallucinated texts destabilise elections,
markets, and public trust. Inside the newsroom, we saw how Al unsettles journalism,
challenging traditions of authorship, verification, and authority. Finally, the view from the
Global South reminded us that algorithmic colonialism continues older hierarchies of
power, privileging specific languages and knowledges while silencing others.

Taken together, these perspectives show that Al is not neutral, but it crystallises choices
about language, visibility, whose labour counts, and whose knowledge matters. It amplifies
long-standing vulnerabilities in democracy and journalism, while also making visible the
fragility of truth itself. Yet fragility need not mean defeat. Resilience is possible. It requires
regulatory transparency (European Union, 2024), grassroots projects that reclaim linguistic
and epistemic diversity, and renewed journalistic practices grounded in verification and
disclosure. Most of all, it requires citizens capable of critical literacy: recognising that
fluency is not the same as credibility, pausing before sharing, and asking not only what is
said but who benefits from its circulation.

Reflective Questions

L. When you read a fluent piece of text online, how do you decide whether it was
written by a human or a machine, and does the answer matter?

2. Consider a language you speak that is underrepresented online. What cultural
concepts might risk invisibility if Al systems cannot process that language?

3. If journalism increasingly relies on Al, what responsibilities should news
organisations have to disclose, verify, and protect the integrity of their work?
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9 Fact-Checking and Source Verification

Written by Aleksandra Radevska and Natasha Dokovska, Journalists for Human Rights (JHR),
2025

9.1 Introduction: The Art and Ethics of Verification

Over the past twenty years, fact-checking has become a crucial aspect of how we handle
information online. It began as something journalists occasionally did, but it has evolved
into a distinct field of'its own that combines journalism, science, and even law. At its heart,
fact-checking is about protecting truth in a world where anyone can publish anything, and
where facts, opinions, and lies mix faster than ever. Modern fact-checking started as a
niche corner of political reporting and gradually became something much broader. In his
landmark study, [ucas Graves (2016) called it “a new knowledge practice” because it does
more than debunk falsehoods. Indeed, it borrows the journalist’s speed, the scientist’s
precision, and the lawyer’s insistence on evidence. It reframes accuracy as a public service,
not just for readers, but for democracy itself.

But fact-checking is not mechanical truth-telling. Every check involves choices: which
claims matter most, which sources count as credible, and how to translate complex data
into something ordinary people can understand. Each of those choices carries values and
politics, however invisible they may seem. What story do you tell when you say something
is “false”? Which voices get amplified, and whose are quietly dismissed?

Scholars call this process “epistemic boundary work™ fact-checkers, knowingly or not, draw
lines between credible and non-credible, legitimate and fringe, truth and noise. In a perfect
world, those boundaries would be clear. In reality, theyre constantly under pressure from
populist rhetoric, commercial incentives, and algorithmic feeds that reward outrage over
accuracy. Merely insisting that truth exists has become a radical act.

9.2 Truth as a Moving Target

Behind every fact-check lies an old philosophical question: What is truth? Fact-checkers
inherit three classic answers, and juggle all of them at once.

e The correspondence view says truth mirrors reality: a statement is true if it matches
what actually happened. That’s what we use when verifying numbers, documents, or
quotes.

e The coherence view says truth lives in the pattern, which makes sense in the wider
web of knowledge. This comes into play when reporters cross-check sources or
scientific consensus.

e The pragmatic view argues that truth is what works, the version of reality that helps
people act more wisely. Public-health fact-checks often rely on this when explaining
risks or safety.

These lenses remind us that not everything can be fact-checked in the same way. Astatistic
can be verified; a moral claim cannot. Drawing that boundary —what can versus what
should be checked —is part of what gives the field its credibility and its humility.

Credibility as a Process, Not a Brand
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For a long time, newspapers could rely on their mastheads to carry authority. But in the
fact-checking era, credibility has to be earned, step by transparent step. The

International Fact-Checking Network’s Code of Principles (2016) formalised this idea: trust is
procedural. It depends on clarity about sources, funding, methodology, and corrections;
proofthat errors are admitted, not buried.

Visual rating tools like the Truth-O-Meter or Pinocchios are sometimes criticised as
gimmicks, but their value lies in what they represent: a visible, public promise that the
reasoning behind a verdict can be retraced. Acredible fact-check should be portable: its
logic should stand whether it’s read on a newspaper site, cited in a classroom, or stored
years later in an archive.

That’s why preservation tools like the Wayback Machine, Perma.cc, and Archive. Today,
matters as much as clever writing. Every permanent link is more than a citation;it’s a
safeguard against internet amnesia.

Of course, even the most meticulous fact-check can fail if people don’t accept it. Research
in psychology shows that our brains cling to familiar stories even after they’re disproved, a
phenomenon called the continued-influence effect (Lewandowskyet al.,2012). We tend to
believe repeated claims —the illusory truth effect —no matter how false they are. Yet the
good news is that corrections, when well-crafted, do work across political lines

(Wood & Porter,2019). This science of persuasion gives fact-checking a practical blueprint:
lead with the truth, provide a clear alternative explanation, and keep it visible long after
the myth fades from the headlines.

Deciding What to Check

Not all lies cause equal damage; that’s why fact-checkers must balance urgency with
potential harm, especially when the falsehood affects people’s health, safety, or
democratic participation. Arumour about a polling location may matter more than a viral
exaggeration about taxes. Speed is important, but so is precision. The goal is not just to
debunk quickly but to interrupt harm. Tools like Community Notes or live debunk blogs
help close the time gap between rumour and correction, but these systems work only when
combined with human judgment: What needs verifying now, and what can wait?

The struggle for truth is never neutral. As we know now, gendered disinformation shows
how bias operates not only in claims but in credibility itself. Women and marginalised
voices are often doubted, mocked, or digitally silenced through sexualized hoaxes. Fact-
checkers therefore face a dual responsibility: to correct falsehoods and to repair visibility.
Practices like harm-first triage, blurred reproductions of abusive content, and chain-of-
custody documentation protect both accuracy and dignity.

Keeping Truth from Vanishing

Finally, every verified claim must be preserved. Misinformation thrives on the instability of
the web (deleted tweets, edited pages, expired links). Good fact-checking, therefore,
depends on time-proofevidence. Archiving ensures that even when the internet forgets,
the memory of verification endures. Fact-checking sits at the crossroads of technology,
ethics, and psychology: a discipline still inventing itself as the digital world keeps changing
the rules. It’s both an act of journalism and a statement of belief —that truth, though
fragile and contested, is still worth building systems to protect.
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9.3 Typologies of Fact-Checking Resources

Institutional Fact-Checkers and Rating Systems

One big part of the fact-checking world is made up of professional organisations that verify
claims every day. Some are part of major newsrooms (like The Washington Post’s Fact
Checker) while others are independent non-profits such as Full Fact in the UK or regional
hubs like Africa Check and Chequeado. These groups publish their verdicts in a transparent
way and often use simple rating systems that make their work easier to understand: for
example, Pinocchios for The Washington Post or the Truth-O-Meter used by PolitiFact.
These scales help readers quickly grasp the verdict and ensure that journalists inside the
newsroom follow the same standards when assessing a claim. On the websites of PolitiFact
and The Washington Post Fact Checker, you can find public methodology pages that explain
how they evaluate evidence and handle corrections (PolitiFact; Washington Post Fact
Checker). Fact-checking has also become more structured at a global level: The
International Fact-Checking Network (IFCN) was one of the first to set international
standards through its Code of Principles, while in Europe, the Buropean Fact-Checking
Standards Network (EFCSN) now certifies fact-checkers that respect a detailed Code
focused on transparency, ethics, and methodology, for example, by requiring them to
publish how they are funded, who runs the organization, and how they correct mistakes
(EFCSN Code of Standards). These codes act as “meta-resources” because they define what
good fact-checking should look like and how sources must be documented.

If you want to explore who’s active in this field, the Duke Reporters’Lab keeps the most
complete global database of fact-checking projects. Its annual report not only lists
hundreds of initiatives (443 in 2025!) but also analyses trends and challenges in the field,
such as how platform policies can affect fact-checking visibility.

Structured Data: ClaimReview, MediaReview, and Discovery Tools

Another important area deals with how fact-checks can be found online. The ClaimReview
system (Schema.org) allows publishers to add special metadata (like the text of the claim,
the verdict, and sources) so that platforms like Google can index and display them
consistently. The Google Fact Check Explorer and its APl use this data, making it possible to
search verified claims by keyword, person, or even image. The Google News Initiative offers
training on how to use these tools effectively. For images and videos, there’s also
MediaReview, a related standard that helps describe whether a piece of visual content has
been edited or manipulated. This tool was created through collaboration between Duke’s
Reporters’ Lab, fact-checking organisations, and tech platforms (Reporters’ Lab;
ClaimReview Project, MediaReview hub). However, there’s been a recent change: as of June
2025, Google no longer displays ClaimReview data directly in Search results. It still supports
it in Fact Check Explorer, though, so it’s crucial for fact-checkers to keep tagging their work
for visibility through Explorer and the API (Google Search developer docs, 12 June 2025).

Verification Handbooks and Training Resources

If you want to learn how to verify information, the Verification Handbook series by the
European Journalism Centre is a must-read. The first handbook (2014) taught journalists
how to check user-generated content (UGC), while the latest edition (Verification Handbook
3: For Disinformation and Media Manipulation) focuses on detecting bots, coordinated
manipulation, and deepfakes, with plenty of real examples. These books are free and
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widely used in newsroom trainings and online courses (EJC). Other great resources include

Amnesty International’s Citizen Evidence Lab, which provides guides and tools for verifying
online material related to human-rights issues, such as methods to check when and where
a video was uploaded.

OSINT and Forensic Toolkits for Image and Video Verification

To verify images and videos, journalists often use open-source intelligence (OSINT) tools:
browser-based applications that help them identify where and when a photo or video was
taken. One of the best-known tools is the InVID-We Verify plugin, developed within the EU’s
vera.ai program. It includes features like reverse image search, metadata analysis, and
forensic filters. Guides by Bellingcat and other organisations show how to use it in real
investigations. Amnesty’s YouTube DataViewer is another essential tool: it reveals the exact
upload time of a video and generates thumbnails that can be reverse-searched, which
helps uncover original uploads and spot reused or miscaptioned footage. For location and
time estimation, journalists use SunCalc (to analyse shadows and sun position) and
MapChecking (to estimate crowd sizes in images). Finally, EXIF data viewers such as Exif.
Tools can provide hidden metadata from images, though this data is often removed, so it’s
always good to double-check with other sources.

Transparency Pages and Standards

Most professional fact-checkers maintain transparency pages that explain their rating
scales, sources, and correction policies. These are valuable resources for learning how
journalistic accountability works in practice. Comparing, for instance, PolitiFact’s Truth-O-
Meter, Reuters/ AFP’s categories, and BBC Reality Check’s approach can show how different
outlets balance clarity, nuance, and transparency.

9.4 The Craft of Checking the Truth

Fact-checking has often been called the “craft of doubt”, but reducing it to mere scepticism
misses the point. Over the past decade, journalists, researchers, and online investigators
have worked to turn fact-checking into a discipline with clear methods, open processes,
and professional standards. It grew from necessity. In a noisy digital world full of claims,
memes, and hot takes, people began to ask not just “Is this true?”but “How do you know?”

Craig Silverman’s Verification Handbook (2014; updated 2021) helped transform how
verification was taught. Instead of treating it as a kind of detective’s intuition, Silverman
showed how fact-checking could be systematic. Drawing from investigative journalism and
open-source intelligence (often shortened to OSINT), he included practical checklists for
verifying sources, analysing metadata, and using digital forensics. His main message was
clear: verification isn’ a magic instinct; it’s a method. Every step must be transparent,
repeatable, and clear enough for others to follow (Silverman, 2021).

This scientific mindset echoes philosopher Karl Popper’s idea of falsifiability (Popper, 1963):
the notion that for something to be scientific, it must be testable and open to being proven
wrong. In the same way, good fact-checking invites challenge. When a fact-checker links to
primary sources, adds screenshots, or explains how an image’s origin was verified, theyre
practising what scholar [ncas Graves calls public epistemology (Graves, 2016): showing the
public how knowledge itself is constructed.

112



Co-funded by
the European Union

But fact-checking is not just about nailing down accuracy. It’s also about drawing
boundaries —deciding what counts as reliable knowledge and what doesn’t (Gieryn, 1983).
That boundary work can be political. When fact-checkers challenge a government’s
statistics, they are also questioning authority. When they validate activists or citizens as
credible sources, they expand who gets to speak with legitimacy. Philosopher Miranda
Fricker (2007) calls this dynamic epistemic justice: recognising how power influences whose
knowledge is taken seriously. Fact-checking that’s aware of this doesn’t just test facts; it
tests fairness.

The Three Commitments of Verification
Modern verification stands on three commitments:

1. Procedural transparency: showing not just results but the steps behind them.

2. PBpistemic humility: remembering that even verified claims are provisional and can
change.

3. Boundary work with justice: defining trustworthy information in a way that’s fair and
inclusive.

These values guide all verification work, whether it’s investigating a viral quote, decoding a
video, or testing a political statement.

Tracking Down Textual Truths

One of a fact-checker’s classic missions is verifying what someone actually said. Words,
after all, travel fast and often get twisted. Even in an age of deepfakes, old-fashioned
misquotations remain a powerful form of misinformation.

The golden rule is simple: go to the primary source. Yet that’s usually the hardest step. A
post might quote “a UN report” without a link, or a politician might cite “a new study”
without any details. Fact-checkers dig through repositories like Hansard in the UK the U.S.
Congressional Record, or the EU’s EUR-Lex database until they find the original document.
As Silverman warns (2021), relying on second-hand reporting can spread errors like a chain
reaction.

Context is just as important, because partial quotes can hijack meaning. During the Brexit
referendum, viral posts claimed that Jean-Claude Juncker had said “Britain will be
punished”, but looking back at the full press conference revealed that he’'d said something
far less dramatic: “Leaving has consequences” (Full Fact, 2016). Afew missing words can
turn moderation into a menace. Another favourite online mischiefis the fake quote from a
famous person. Psychologists Allport and Postman (1947) showed that people naturally
trust statements linked to authority figures. That’s why a line often credited to Albert
Einstein — “Insanity is doing the same thing over and over and expecting different results”
— has spread so widely, even though it first appeared in a Narcotics Anonymous pamphlet
decades after his death (O’Toole, 2017). Fact-checkers use digital libraries, quotation guides,
and linguistic analysis to trace such quotes to their true origins.

The Speed Trap

Fact-checkers face a unique challenge: the race against time. False information runs wild
long before truth catches up. During fast-moving crises (shootings, protests, or natural
disasters), misinformation can multiply within minutes. The Las Vegas shooting of 2017 saw
hundreds of false claims about attackers and motives, all shared millions of times within
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hours. To cope, many newsrooms use triage systems: they focus first on the most
dangerous or viral claims, publish what’s known so far, and update as evidence emerges.
They call this live verification (Graves & Cherubini, 2016). It’s a delicate balance: move too
slowly, and the rumour wins; move too fast, and you risk being wrong.

Keeping Truth Alive

Verification isn’t finished when the fact-check is published: every claim must be archived,
because online evidence disappears quickly; a problem known as “link rot”. Studies show
that even court decisions lose nearly half their linked evidence over time (Koehler, 2004).
Tools like the Wayback Machine or Perma.cc preserve online sources, ensuring that every
debunk comes with a lasting trail of proof.

For sensitive stories, from human rights abuses to gender-based harassment, keeping that
digital trail secure is crucial. Organisations like Amnesty International’s Citizen Evidence
Lab teach ways to record where content came from, who captured it, and how it was edited.
This “chain of custody” makes digital findings more trustworthy and, in some cases, legally
admissible (Amnesty, 2021).

Increasingly, fact-checkers also “show their work” publicly, through shared verification
notebooks or interactive threads (like those from Bellingcat). Graves (2016) calls this
“making verification visible”. It turns credibility from something earned once into
something demonstrated continuously. But transparency has limits too: revealing too much
can also cause harm. The Furopean Fact-Checking Standards Network (2022) recognises this
balance: methods should be visible whenever possible, but people’s safety always comes
first.

The Human Side of Verification

Even the best systems have flaws. False stories spread fast because theyre emotional,
novel, or dramatic. Truth often arrives more slowly, weighed down by the need for evidence
and care. By the time a correction appears, the lie has already shaped people’s opinions,
which is a frustrating reality that researchers call the continued influence effect
(Lewandowsky et al., 2012). People remember the story, not the correction. That’s why good
debunks don’t just say “This is wrong”; instead, they replace false stories with new, vivid
explanations that make sense. Instead of simply stating “vaccines don’t cause autism”,
effective fact-checkers explain why the myth started and highlight the overwhelming
scientific consensus that proves vaccines are safe (Ecker et al., 2022).

Verification is a craft built on patience, empathy, and reflection. It asks hard questions:
Could this debunk harm someone? Who benefits from exposing this? Am Ireinforcing bias
by repeating it? It’s not just a technical skill but an ethical one, part of what philosopher
Sandra Harding (1991) might call the pursuit of responsible knowledge. Fact-checkers, then,
are not only defenders of accuracy. They are builders of trust, teaching the public how to
think clearly in a world that never stops talking.

9.5 Automation, Al, and the Future of Fact-Checking

Not long ago, fact-checkers worked almost entirely with their own eyes, ears, and
notebooks. They sifted through speeches and social media posts, verified quotes,
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compared charts, and hunted down sources by hand. But as the online world exploded,
millions of posts per minute, it became clear that human patience alone couldn’t keep
pace. Enter automation and artificial intelligence: powerful partners that promised speed,
but also brought their own uncertainties.

The first wave of experiments looked a lot like digital treasure hunts. One early system,
(laimBuster (Hassan et al.,2017), was trained to scan debates and detect “check-worthy”
statements: claims that sounded factual enough to verify. Imagine a robot watching a
political debate, highlighting lines that sound like: “Unemployment is at its lowest in
decades”. It could flag such moments almost instantly, helping journalists focus on the
quotes that mattered most. But machines quickly showed their blind spots, because they
confused empty slogans with real data points and couldn’t grasp sarcasm, irony, or the
subtle jabs that often carry gendered disinformation. Ameme mocking a woman politician
as “too emotional” doesn’t read as a “factual claim” to an algorithm; it slips right past.

As projects like FEVER (Thorne et al.,2018) pushed automation further, tools began
retrieving evidence automatically, scanning Wikipedia for supporting passages.
Organisations such as Full Fact in the UKsoon used similar systems to pair politicians’
statements with existing fact-checks within seconds. The speed was dazzling, but partial.
Computers fetched documents about a topic, not necessarily about the claim. And because
online archives are patchy, automation risks echoing societal bias: there’s plenty of data
about powerful institutions, but little that represents marginalised groups

(DIgnazio &Klein,2020). If Al systems can’t “see” those stories, they also can’t fact-check
them.

The Machines Learn to See

While text-based claims dominate headlines, modern misinformation often comes wrapped
in pictures and videos. Enter the era of deepfakes and cheapfakes: the visual wild west of
misinformation. The EU’s In VID-We Verify project taught machines to reverse-search images,
check metadata, and grab keyframes to track a video’s origin. Later, deep-learning models
learned to spot digital tampering by studying lighting inconsistencies or unnatural facial
motion (Hwangetal.,2020). Yet this too became a cat-and-mouse game. As detectors
improved, manipulators adapted. Like spam evolving to outwit filters, new fakes hide their
tracks better every month. Sometimes algorithms even misfire, labelling genuine footage as
false. And many viral deceptions don’t involve editing pixels at all; a photo from 2018
reposted during a 2025 protest can still mislead millions. Machines can catch shadows and
seams, but they can’t tell why a photo is being misused. Only human reasoning can do that.

‘When [anguage Models Join the Team

Then came large language models, GPT-style systems that could write, summarise, and
sound eerily human. Suddenly, automation wasnt just catching errors; it was also
explaining them. These tools could digest multilingual news feeds, detect recurring
falsehoods, and draft tentative fact-checks for human review (Zenget al.,2023). But they
come with a catch: confidence without accountability. LIMs sometimes hallucinate sources
or misstate facts entirely (Maynezet al.,2020). Their reasoning is a black box: no one, not
even their creators, can always explain why they say what they say. Studies

(Lucy & Bamman, 2021) also show that these systems mirror social bias, often repeating
gendered or cultural stereotypes found in their training data. That’s why the European

115



* X 5

* *
* *
* *

* 5 x

Co-funded by
the European Union

Fact-Checking Standards Network (EFCSN, 2022) insists that final verdicts must remain in
human hands. Machines can help investigate; humans must decide.

In practice, the best setups blend strengths. At Spain’s Newtral, Al listens to live political
debates, flagging potentially checkable claims; editors then decide what truly matters. In
France, AFP Factuel uses Al to detect trending images but still relies on journalists for
provenance checks. These hybrid approaches reflect a simple truth: automation can map
the territory, but only humans can read its meaning. This partnership raises new ethical
puzzles, though. We all know that algorithms feel neutral but aren’t: they reflect their data
and design — who built them, what they measured, and what they missed. Meanwhile,
large-scale social-media monitoring invites privacy concerns, since detecting falsehoods
often means scanning private or semi-private conversations. The rule of thumb is now
clear: automation should assist verification, not outsource it.

Unequal Data, Unequal Detection

Many automated tools were trained on English or other high-resource languages. That
means Polish, Romanian, Welsh, or Basque disinformation may go unseen by global
detectors. The same gap appears in gendered contexts: abusive or sexualized attacks
against women often slip through because models don’t recognise local slang or cultural
nuance (Gorwa et al.,2020). In this sense, automation can accidentally extend the invisibility
it was meant to challenge.

Also, Al itself can be fooled. Researchers found that subtle image tweaks, imperceptible to
people, can make detectors completely misclassify a fake (Goodfellowet al.,2015).
Disinformation actors exploit this, designing content to fly under automatic radar using
altered fonts or deliberate distortions. Verification is thus an arms race, a digital chess
match where each side learns from the other’s last move.

Despite its futuristic image, automation rests on very human shoulders. Training data must
be labelled, often by low-paid workers in the Global South who view and tag content all day
so Al can “learn” (Grey & Suri, 2019). Even within newsrooms, maintaining automated
pipelines demands constant technical care. Many fact-checking projects survive on
temporary grants, while misinformation remains cheap and viral. Automation saves labour
only if that labour is first invested, ethically and sustainably.

Looking Ahead

Automation isn’t replacing fact-checkers;it’s reshaping them. Machines handle the volume,
spotting anomalies, gathering evidence, but humans interpret, contextualise, and own
accountability. The next frontier lies in explainable Al systems that don’t just give answers
but show their reasoning (Doshi-Velez & Kim,2017). Others are tackling cross-lingual tools to
connect fact-checks across Europe, or citizen evidence labs that invite the public to help
archive truth online. The goal is simple but profound: a partnership where humans and
machines strengthen, rather than erode, trust. Al can sharpen our eyes, but our judgment
still comes from the oldest source of all, a questioning mind.
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